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MOACHUTEJIBHASA 3AIINCKA

1. HopmaTuBHO-nIpaBoBas 0a3a pa3padoTKu U peajiM3aluy NPOrpaMmabl.

[Iporpamma pa3zpaboTana Ha OCHOBE CIEAYIOIIMX HOPMATUBHBIX JJOKYMEHTOB:
— denepanpHOro 3akoHa ot 29.12.2012 Ne 273-®d3 (pen. ot 31.07.2020) «O6
obpazoBanuu B Poccuiickoit deaeparun» (¢ U3M. 1 J101., BCTym. B cuiay ¢ 01.09.2020);
- [locTtanoBieHus I'J1aBHOTO roCyIapCTBEHHOTO CAHMTApHOro Bpayda Poccuiickon
®eneparmu ot 28.09.2020 Ne 28 «O6 yrBepxkaennu canutapubix mnpasui CII 2.4.3648-
20 «CaHuTapHO-3IUAEMHUOJOTUYECKHE TPeOOBAHMSI K OpraHU3AlMSIM BOCIHUTAHUS U
0o0Oy4eHus1, OTJbIXA U 03/JOPOBIICHUS AETEH U MOJIOJICHKI;
— [TocTtanoBneHus [ JIaBHOTO TOCYyIapCTBEHHOTO CAaHUTAPHOTO Bpada Poccuiickout
Ddeneparun oT 28.01.2021 Ne 2 «O6 yTBepKaeHun caHuTapHbIX paBui 1 HopMm CanlluH
1.2.3685-21 'uruennueckre HOPMATUBBI U TPEOOBAHUA K OOECIICUCHUIO OE30MaCHOCTH
U (nm) 6€3BpeTHOCTH IS YeJIoBeKa (PAaKTOPOB Cpeibl OOMTAHUS;
— [Tpuka3z MuHuctepcTBa TpyJa U conuaibHOM 3amuThl PO ot 22.09.2021 Ne652-u
«O6 ytBepxkaeHHH mnpodeccuoHadbHoro crangapra «llemaror momoaHUTETHHOTO
00pa3oBaHus IeTel U B3POCIBIXY;
— [Topsinka opraHuzaliu M OCYIIECTBIEHUS OOpa30BaTEIbHON NEATETbHOCTH IO
JIOTIOJIHUTEIBHBIM  0011e00pa30BaTENbHBIM MPOTPAMMAaM, YTBEPKICHHOTO MPHKA30M
Munucrepcta npocsetienns Poccuiickoit @enepanuu ot 27.07.2022 1. Ne 629;
— MeTonuueckux peKoMEeHAAMM MO CO3JaHWI0 U (PYHKIHMOHUPOBAHUIO LIEHTPOB
udpoBoro obpazoBanus «IT-kyd» (mucemo MuHucTepcTBa pocBernienus Poccuiickoit
®enepanuu ot 10 HOsIOpst 2021 1. Ne TB-1984/04);
— Crpareruu pa3putus Bocnutanus B Poccuiickoin denepannu Ha niepuoa Ao 2025
roga (Yteepxaena pacnopsbkenueM [IpaButensctBa PO ot 29.05.2015 Ne 996-p «O6
yTrBepkaeHnn Ctpareruu pa3BuTus BocnuTanus B Poccuiickoit denepanuu Ha nepuon

10 2025 rogay);



- Konnenuuu pa3BuTHs JOMOJIHUTEIbHOTO oOpazoBanus netet a0 2030 rona,
yTBEPKJI€HHOM pacnopspkeHueM lIpaButensctBa Poccuiickoit @enepamuu ot 31 mapra
2022 r. Ne 678-p.

- [TpumepHoii pabouell mporpamMmbl BOCIUTAaHUS [JIs1  001€00pa30BaTENbHBIX
opranmn3zanuit/ Ogodpennoii pemeareM ®YMO 1o o61emy 06pa3oBaHUIO, TPOTOKOJI OT

23.06.2022 Ne3/22.

2. HoBu3Ha, aKTyaJbHOCTh, MeJArOruvYecKasi  1ejJeco00pa3HOCTh

NpOrpaMMBbl.

AKTyaJbHOCTh IPOTPaMMbI OOYCIIOBJICHA PACTYIIMM CIPOCOM Ha TEXHHYECKHUX
CIIEIUATUCTOB, CITOCOOHBIX Pa300paThCs ¢ OOJBIITMM YHUCIOM KOMITBIOTEPHOW TEXHUKU U
pPa3TUYHBIX CETEBBIX YCTPOWCTB. lcmosib30BaHME COBPEMEHHBIX WH()OPMAIMOHHBIX
TEXHOJIOTHH SIBJISICTCS HEOOXOJAMMBIM YCIIOBHEM YCIICITHOTO Pa3BUTHS KaK OTJIEIbHBIX
OTpacyel, Tak ¥ TOCYIapCTBa B IIEIIOM.

HoBu3Ha maHHOW MporpamMMBbl 3aKIIIOYAETCS B MPUOOPETEHUH JEThbMU HaBBHIKOB
paboThl ¢ COBPEMEHHBIMH WHCTPYMEHTAMM IPOKJIAJKH M HACTpPOWKH ceTth. CeromHs
CHUCTEMHBIN aIMUHUCTPATOP — 3TO BOCTpeOOBaHHAs Mpodeccus, aKTyaTbHOCTh KOTOPOI
C KaXIbIM TOJIOM TOJBKO BO3pacTaeT. B 00s3aHHOCTH CHCTEMHOTO aaIMUHHCTpaTOpa
BXOJIUT YCTaHOBKAa W HACTPOHKAa MPOTPAMMHOTO OOECTICUCHHs, MOAJIEPKKa pabOThI
KOMITHIOTEPOB M OPITEXHUKH, YMEHUE pa3pabaThiBaTh U YIPaBIAThH KOMIBIOTEPHBIMU
cetssmu. [loydyeHHbIC 3HAHHWS W HABBIKUA MPUTOIATCS B JIFOOOHW cdepe AesITCIIbHOCTH
YyeJIOBEKa.

[Temarorudeckas 1eaeCO00Pa3HOCTh MPOTPAMMBI 3aKJIFOYACTCSI B HCTIOJIb30BAHHE
OTICPEIKAOIINX 00pa30BaATCIIBHBIX TEXHOJOTHHA Pa3BUTHUS JieTel B cepe MHKEHEPHBIX
HAyK W CO3[aeT OJIArOMPUSITHBIC YCIOBHS JJI YCKOPEHHOTO TEXHHUYECKOTO Pa3BUTHUS
00yJaroImXcs.

[Tomy4yeHHBbIC 3HAHWS W HABBIKM TPUTOMSTCS B JIO00H cdepe nesTeTbHOCTH
YelnoBeKa. Takke JIMYHOCTHO M OOIECTBEHHO 3HA4YMMasi TEeMaThKa IPOEKTOB U

MMPaKTHYCCKUX pa60T IIO3BOJIMT pC€ajin30BaTh BOCHUTATEIILHBIN MMOTCHIOHUAII ITPOTPAMMBI.
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HanpaB/ieHHOCTh IPOrpaMMBbl: TEXHUYECKAS

3. Axpecar nporpaMmmbl.

AnpecaToM NMporpaMmabl SIBIIKOTCS AETH B Bo3pacTe oT 13 1o 16 ner.

Copepxanre u OO0BEM CTApTOBBIX 3HAHUN, HEOOXOJUMBIX ISl OCBOEHUS
IpOrpaMMbl: 3HAHUE YCTPOMCTBA MEPCOHAIBHOTO KOMIBIOTEpA, MPEACTaBICHHE O
daitnoBbix cucremax, ymeHnue ycranoBuTh OC, co3naBaTh M HAcTpauBaThb y4eTHbBIE

3aIInucu HOHBBOBaTeHeﬁ, 3HAaTb BHUAbI ceTeﬁ, CCTCBbBIC TOITIOJIOT'NH.

4. Cpok peanu3anuu NporpamMmabi:

Cpox peanu3zanuu IporpaMmbl COCTaBisieT 1 ro.

YpoBeHb nporpamMmbl: 6a30BbII

[Iporpamma mpeamnonaraeT MCHOJAb30BAaHUE M peaM3aliio Takux (popm
OpraHM3alui MaTepuana, KOTOpbIE JOMYCKAlT OCBOCHHE CHEHUATIM3UPOBAHHBIX
3HAHWWM U S3bIKA, TAPAHTUPOBAHHO O00ECTIEUMBAIOT TPAHCISIIIUIO OOIIEH U 1EeTOCTHOU

KapTHHBI B paMKaXx COACPKATCIIbHO-TEMATHUYCCKOI'O HAITPAaBJICHUA ITPOI'PaMMBI.

S. ®opma peanu3anvu NPOrpamMmbl.

dopma 00ydeHUS — OUHASI.

OOpa3zoBaTenbHbBIC TEXHOJOTUU: WH(OOPMAITMOHHBIC TEXHOJOTUHU, MPOCKTHAS
TEXHOJIOTHSI, 3I0POBheCOEpEraronue TEXHOJIOTHH, TEXHOJIOTHSI TPOOJIEMHOTO O0yUCHHSI.

dopMa opraHu3aIy CoICPKAHMS U TIPOIIecca MeJaroruaecKoi TesITeIbBHOCTH —
KOMILIEKCHAS.

Tun opranuzaruu paOOTHl YYCHHMKOB: TpYIIOBas padoTa, WHIWBHIyaJIbHAS,
KOJUIEKTUBHASL.

Bunpl 3aHATHIA: TEKIIMN ¥ PAKTHYECKUE 3aHATHS.

Hamnoansiemocts rpynmsl: ot 10 10 12 yenosex.

6. O0beM mporpaMmsi:

O0beMm nporpammsl: 144 yaca.



Pexum 3anaTmii: 2 — 3 pa3a B HENEN0 NO 2 AaKaJAEeMUYECKHMX 4Yaca.
[TponomxkurensHOCTh yaca — 40 MUHYT.

7. Heab mporpammasI:

[enbto mporpaMMel siBisieTcst GopMUpOBaHUE 0a30BBIX HABBHIKOB M YMEHHH IO
00€eCIeYeHNIO 3allUThl JaHHBIX, YCTAHOBKE M HACTPOWKE OMNEPALMOHHBIX CUCTEM JUIS
pabounx craHIMi, a Takke (popmupoBaHHe NpeicTaBieHuss 00 MHTepHeTe Bewiel u

nmoaxoagax K pa60Te C TAKUMH CUCTCMaMHM.

8. 3apauyu nporpamMmsbl.

[Iporpamma HampaBieHa Ha pelICHUE CICTYIONTNX 3a1a4:

OOyuaromue:

—  copmupoBath 0a3oBble 3HAHUS O KOMIIBIOTEPHOM TEXHUKE, 00
ApPXUTEKTYpE W MPUHIIUTIAX PaOOThI ceT IHTEpHET U IPYyTruX KOMIBIOTEPHBIX CETEH;

— chopmMupoBaTh Oa30BbIE 3HAHUS O MIPUHITUTIAX U CTPYKType [P- agpecanmn,
00 apXUTEeKType M TpPHUHIUMNAX padOThl MapHIPyTHU3aTOPOB M KOMMYTATOpPOB B
HEOOJBIINX CETIX;

—  chopMupoBaTh MOHUMAHNE HA3HAYCHUS CEPBEPOB,;

—  00y4duTh HaBBIKAM COOPKH KOMITbIOTE€pA M3 KOMIUICKTYIOIIUX M HaBbIKaM
paboThI ¢ TEXHUUECKOM TOKYMEHTAIIUEH;

—  cdhopMHpOBaTH yMEHHE YCTaHABIWBaTh, HACTPaMBaTh W OOCIYy>KHBATh
oTiepanroHHbIe cucTeMbl cemelicTB Windows u Linux;

—  yCTaHaBJIMBaTh JpaiiBepbl 0O0OpYyIOBaHUS, YHOPABIATH  YYETHBIMHU
3alMCSAMHU T0JIb30BaTEIIeH, YCTAaHABIMBATD U YAAISATh MIPUII0KECHUS.

Pa3BuBaroiiue:

—  copMupoBaTh W pa3BUTh HABBIKM IOMCKAa HEOOXOIUMOW Y4EOHOM
uHpopmaruu;

—  ¢dopMHpOBaTH YMEHUS aHATM3UPOBAThH TIOCTABJICHHBIC 33]1a4H;

—  chopMHpOBaTh HABBIKM WHIWBHUAYATHHOM M TPYNIOBON pabOTHI is

PCHICHUA MOCTaBJICHHOMN 3aJa4 1 BOSHUKIINX HpO6JICM.



BocnurarenbHble:

—  BOCIIUTaTh TPYJOJOOHE, YIOPCTBO U KeJIaHHE JOOMBATHCS MOCTaBICHHOMN
LETIN.

—  BOCHMUTaTh OEpeXHOE OTHOIIEHHME K OOOpYIOBaHHUIO W TEXHUYECKUM
YCTPOUCTBaM,;

—  CHOCOOCTBOBaTh yCBOGHHWIO JETbMH 3HAHMM, HOPM, JyXOBHO —
HPaBCTBEHHBIX LICHHOCTEH, TPAIULIUNA, KOTOPbIE BRIPA0OTAIO POCCUICKOE 00IIECTBO;

- dbopMupOBaTh M pa3BUBaTh JMYHOCTHBIE OTHOIIEHUS K ATHM HOpMawm,
LIEHHOCTSIM U TPaJAuLUsIM;

— CIIOCOOCTBOBAaTh MPUOOPETEHUIO JIETbMU COOTBETCTBYIOUIETO ATUM
HOpMaM, LIEHHOCTAM, TPAIUIUSAM, COILMOKYJIbTYPHOTO OIbITa MOBEACHUS, OOILEHUS,
MEKJIMYHOCTHBIX ¥ COUMAIIBHBIX OTHOILIEHUM, IPUMEHEHHS 3HAHUM.

—  OCBOEHHME [JIETbMM TIOHSATHS O CBOE€M POCCUHUCKOW KYJIbTYpPHOHU
NPUHAIIICKHOCTH (MIAEHTUYHOCTH ), STHUUYECKOU, HAllMOHATBHOM MPUHAIJICKHOCTH;

—  YBaXEHME K TpYAY, pe3yJibTaTaM Tpya (CBOEro U APYyrux JtoJeH);

—  OpHUEHTalMs Ha OCO3HAHHBIM BBIOOp cdepbl NPOhecCHOHATBHBIX
UHTEPECOB, MPOPECCUOHANBHON JeATEIBHOCTH;

- dbopMUpOBaHHE TMO3HABATENbHBIX MHTEPECOB B PA3IMYHBIX O00JaCTAX
3HaHUW, NPEACTABICHHA O COBPEMEHHOW HAYYHOM KAPTHUHE MHUpPA, IOCTHKECHHUU
POCCUKCKON U MUPOBOW HAYKU U TEXHUKH;

— NOHUMAaHUE 3HaYEHUSI HAYKU U TEXHUKHU B KU3HU POCCUICKOTO OOIIECTBA;

- (dbopMHpOBaHNE HABBHIKOB HAOIIOACHM, HAKOIUJICHHS M CHUCTEMAaTH3aIUH
(akTOB, OCMBICIIEHUSI ONBITa B Pa3HbIX O0JIACTAX TMO3HAHUS, B HCCIEAOBATEIHCKOM
NEATEIIbHOCTH;

- dbopMUpOBaHHE HABBIKOB KPUTHYECKOTO MBILIUICHUS, OIpEAeIeHUs
JIOCTOBEPHOCTH Hay4dyHOW uWHGOpMaMu U OOOCHOBAHHOM KPUTHKU aHTHHAYYHBIX

MIPEICTABJICHNM;



- BOCIIMTAHHUC BOJIKM, YIIOPCTBA, AUCHUINIMHUPOBAHHOCTH B pcaiu3alun

IPOEKTOB.

9. [lnanupyemble pe3yabTAThl 0CBOEHHUS IPOrPAMMBI.

IIpeanMeTHbIE PE3YJbTATHI:

B pesynbraTe 0CBOCHHUS IPOTPaMMBEI, ydaluecs OyayT:

3Harth:

—  chOpMHpPOBAHO TPEACTABICHHE 00 YCTPOWCTBE MEPCOHAIBLHOTO
KOMIThIOTEPA U IPUHIIHUIIE €r0 pabOTHI;

—  copmupoBaHO TpeACTaBlIeHHE 00 APXUTEKTYpe W MPHUHIMMAX PabOTHI
CETeH U CEeTEBBIX IPOTOKOJIOB,

—  chopMHUPOBAHO MPEACTABICHHE O Pa0OTE CEPBEPOB.

Ymern:

—  YCTaHABJIMBATh U HACTPAWBATh MPUKIAJTHOE NPOrpaMMHOE OOecIieueHue,
UCTIOJIB30BaTh CHCTEMHOE IIPOTPAMMHBIM 00eCIIeUeHUE;

—  yCTaHAaBIIMBAaTbh, HACTPaMBaTh U 00CIyxXuBath cepBepubie OC: Windows u
Linux.

—  co3naBaTh 0a30BbIE CKPHIITHI JJII HACTPOWKU CHCTEMBI.

Baagersn:

—  HaBBIKOM COOPKHM KOMIBIOTEpA U3 KOMIUICKTYIOIINX U HABBIKOM Pa0OTHI C

TEXHUYECKOU JOKYMEHTALUEN,

MeTanpeaMeTHbIE pe3YJbTaThl:

—  chopMHpPOBaHbI HABBIKK MOMCKA y4eOHON HHPOpMALINH;
—  chopMHpOBaHbl HAaBBIKM WHAUBUAYATBbHOW M TpYyNNoOBOM pabOThI s
pEIIeHMs TIOCTABJIICHHOM 3a/1a4i ¥ BO3HUKIIIUX MPOOIIeM;

—  chOpMHPOBAHO YMEHHE aHAIM3UPOBATH IMOCTABICHHBIC 3a1a4H.

JIMYHOCTHBIE PE3YJbTATHI:




—  yYMEHHE peliaTh MOCTaBJICHHBIC 33Ja4 W BO3HHUKAIONIME MPOOIEMBbI TPU
pEIICHUH ATHX 3a/1a4;

—  BOCIIUTaHWE TPYIONIOOWs, ymOpcTBA W JKeJIaHUS  J0OMBaThCA
MIOCTaBIICHHOM 11EJTH;

—  chopMHpPOBaHO OEPEKHOE OTHONIICHHE K O0OPYIOBAHUIO U TEXHUYECKUM
YCTPOUCTBAM;

—  YCBOCHWE 3HAHWI1, HOPM, TyXOBHO — HDABCTBEHHBIX [[EHHOCTEH, TPATUIIIH,
KOTOpBIE BBIPA0OTAJIO POCCHICKOE OOIIECTBO W WX TPAHCISIIHS B TEMaTHUYECKHX
POCKTAaX;

—  NpUOOpEeTeHHEe ACTHhMH COOTBETCTBYIOIIETO STUM HOpPMaM, LIEHHOCTSIM,
TPaIUIUsAM, COIMOKYJIBTYPHOTO OTBITA IMOBEACHHS, OOIICHHS, MEKIUYHOCTHBIX U

COLHMAIBHBIX OTHOIIEHUW, MPUMEHEHUS 3HAHUU.

10. ®opMbI npeAcTABJICHUS Pe3YJIbTATOB.

®opMbI aTTecTanuu: HAOMIOIEHUE, OMPOC, TEMOHCTpAIUs PEIICHHS, TECTOBOE
3aJlaHNE, MPAKTUYECKOE 3a/IaHUE.

BxoH0# KOHTPOJIb OCYIIIECTBIISIETCS B HAYasle peaan3aliuy IporpaMMbl B popme
onmpoca HW MMEET JAUarHoCcTu4eckue 3agadyu. Llenb BXOOHOW JMArHOCTUKUA —
3a()UKCUPOBATh HaYaJIbHBIH YPOBEHB MOJTOTOBKH OOYUYaIOIIUXCS, UMEIOIINECS 3HAHMUS,
YMEHUS U HABBIKHU, CBSI3aHHBIE C MPEACTOSIIEN IEITETbHOCTBIO.

HabGnronenue ocymecTBisieTcs: B TEUCHHUE peaTn3alii MPOTPaMMBI.

[IpoMeXyTOUHBIM ~ KOHTPOJb  OCYIIECTBISETCA B  LEISAX  JIMAarHOCTHUKHU
TEOPETUYECKUX 3HAHUM M MPAKTUYECKUX YMEHUW U HABBIKOB IO WUTOraM OCBOCHHUS
OJIHOTO M3 paznesioB kypca. [IpoBoguTces B hopme TECTUPOBAHUSI.

NTOroBbIii KOHTPOJIb MPOBOJUTCS C LIEJIBIO ONPEACICHUS CTENECHU JOCTUXKCHUS
pPE3yNbTaTOB O0YUCHHUSI ¥ TIOJyUYCHHs CBEJCHUH IsI COBEPIIIEHCTBOBAHUS TIPOTPAMMBI 1
METOJI0B 00yUEHHS — IPEACTABIISACT U3 ce0s BHITIOJHEHHUE U 3AIUTY PEIICHUS UTOIOBOM

KOMIUIEKCHOU PaOOTBHI.



Heotnennmoit yacTpio 00pa30BaTeIbHOTO MPOLEcca SBISAETCS BOCIIUTATEIbHBIN
npouecc. AHanu3 pe3ynbTaTOB BOCIHUTAHMS MPOBOAUTCS B IMPOLIECCE MEAArOTHYECKOTO
HaOMIOZIGHUST 3a TOBEJCHHMEM JIeTei, OOlleHreM JAeTell JApyr ¢ JApyrom, c
IpenoAaBaTeNsiMi, PEUICHHEeM IIOCTaBICHHBIX 3a/ad, OOCYXIEHHEM MpPEeIMETHBIX
obJyacTelt sl peanu3aluy MporpaMMHbIX npuiioxkeHuil. [Ipu 3aBepiieHun nporpaMMbl
MPOBOJUTCS OLEHKA JINYHOCTHBIX KAueCTB, OTHOIIECHUS K MpoOJeMaM COBPEMEHHOTO
oOl1ecTBa NMpH 3aIUTE UHANBUAYATbHBIX TPOECKTOB.

AHanu3 pe3yJbTaToB BOCIUTAHUS MO IPOrpaMMe MPEayCMaTPUBAET MOIyYeHHUE
oOlIero MpeACTaBICHUSI O BOCHHUTATEIbHBIX pE3yNbTaTax pealu3aliy MPOrpaMMBI,
IOPOJABWKEHUS B JOCTHKEHUU ONPENEJIEHHBIX B NPOrpPaMME ILEJNEBBIX OPHUEHTUPOB
BOCIIUTAHUs, BIMSAHHUE peaju3allii MPOrpaMMbl Ha rpyIiy. Pe3yiabTaThl, MOdyYeHHbIE B
XO0JI€ OLEHOYHBIX NPOLENYp, HCIOIB3YIOTCA TOJBKO B BHJE arperupoBaHHBIX

YCPCOAHCHHBIX, AHOHMMHBIX JaHHBIX.

11. OueHo4ynble MaTepuaJsibl, (OPMUPYIOIIHE CUCTEMY OLIEHMBAHUSA

BxoaHo#i KOHTPOJIbL OCYIIECTBIISETCS B Hadalle peaid3allii MPOTpaMMbl B
dbopme ompoca M UMEET AUarHocTuyeckue 3anadyu. Llenb BXOIHON NMAarHOCTHKU —
3aUKCUPOBATH HAYAILHBIN YPOBEHB MOJATOTOBKH 00YYAIOIINXCS, IMEIOITNECS 3HAHNUS,
YMEHUS U HABBIKU, CBSI3aHHBIE C MPEJCTOSIIEH AeATEIbHOCTDIO.

IIpoMe:KyTOYHBII KOHTPOJb MPOBOAUTCS B (OpME TECTHUPOBAHUA.
[TpumepHBIli BapuaHT TECTUPOBAHHS MPOMEKYTOYHOTO KOHTPOJS TMPEACTaBICH B
MPUJIOKEHUH 1.

MakcumanbHOE KOTUIeCTBO 0ayuioB — 30, B TOM YHKCIIe: 3a KaK bl MPaBHIILHO
HACTPOCHHBIN A1eMeHT — 1 Gat (Bcero — 28 6ayuioB), 3a MPAaBMWIIBHO MTOCTPOECHHYIO
cxeMmy - 2 Gamna.

Bricokuil ypoBeHb — yuaiuiicss Habpan He MeHee 25 0aioB 10 UTOTaM 3aIUThI
IIPOEKTA.

Cpennuii ypoBeHb — yvammiicss Habpan ot 15 go 24 6amioB mo WToram 3anfuThl
MPOEKTA.
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Hu3kwuit ypoBeHs — yuamuiicss HaOpan MeHee 7-14 6amios.

HToroBbiii KOHTPOJIb MIPEACTABISIET U3 C€0s BHIMIOJIHEHUE U 3aIUTY PELICHUS
UTOTOBOM KOMIUIEKCHOM paboThl. I[IpuMepHBIi BapuaHT HMTOTOBOM KOMILIEKCHOMN
paboThI PE/ICTABIIEH B IPUIIOKEHUU 2.

MaxkcuMmanbHbIi 6aiut 3a uToroBoe 3aaanue: 40 6amios.

OrneHnBaHNE TECTUPOBAHUS OCYIIECTBIIACTCS MO CIACAYIOUINM YPOBHSIM:

—  BBICOKMH YpOBEeHb — yuaiuiics HaOpain He MeHee 80% OT MakCHMalIbHO
BO3MOXKHOTO KoJaudecTBa 0amioB (ot 32 6ayioB).

—  CpemHull ypOBEeHb — yuamuiics HaOpan He MeHee 50% OT MakCHMabHO
BO3MOJKHOTO KoudecTBa 0amioB (ot 20 6aioB).

—  HU3KUMH ypoBeHb — Yywamuiica HaOpan meHee 50% oOT MakcMMaiIbHO

BO3MOXKHOTO KoaudecTBa 0amioB (MeHee 20 6amioB).

OO0mMMH KPUTEPHUSAMH OLIEHKU PE3YyIbTATUBHOCTU OOyUYEHUS SIBIISIOTCS:

- OLICHKA YPOBHS TEOPETHUUYECKUX 3HAHMI: CBOOOAA BOCHPUATUS TEOPETUUECKOM
uH(OpMaIMU, OCMBICIEHHOCTh U CBOOO/1a MCIIOJIb30BaHUS CTIeIMaIbHON TEPMUHOJIOTUH,
cB00O/Ia OPUEHTALIMU B TEOPETUUECKOM MaTepHaJIE;

- OLICHKA YPOBHS NPAKTUYECKOW MOATOTOBKH: COOTBETCTBUE PA3BUTHUS YPOBHS
NPAKTUUYECKUX YMEHHI M HABBIKOB MPOrPaMMHBIM TpeOOBaHHSIM, CBOOOAA BiaJEHUS
CHEIMaJIbHBIM 000pPY10BAaHUEM U OCHAILIEHUEM;

- OLICHKA YPOBHS JOCTHUKEHNUS JIMYHOCTHBIX PE3YJIbTATOB: KyJIbTypa OPTaHU3aLUN
CaMOCTOSITENIBHOM EATEIbHOCTH, KyJIbTypa padOThl ¢ MHPOpPMALMEN, aKKypaTHOCTb U
OTBETCTBEHHOCTH TIPH padoTe;

- YpOBEHB CPOPMHUPOBAHHOCTHU COLUOKYIBTYPHOTO OTIbITA MOBEACHHUS, KyJIbTYpHhI
OOLIEHMsI, MEKIMYHOCTHBIX M COLMAJIbHBIX OTHOIIECHUH, NPUMEHEHHUs 3HAaHUM HOPM,
JyXOBHO — HPaBCTBEHHBIX LIEHHOCTEW, TPaaWIUi, KOTOpbIE BHIPA0OTaIO POCCUKCKOE
00111eCTBO.

OueHka UTOrOBBIX Pe3yJbTATOB OCBOCHMS NPOrPaMMbl OCYLIECTBISAETCS IO

TPEM YPOBHSIM:
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Bricokuii ypoBeHb — noctmxenue 80- 100% nokasaresneid 0CBOEHUS NPOrPaMMBbl.

Cpenuuii ypoBeHnb — noctuxenue 50- 79% nokazareneil 0CBOCHHS TPOTPaMMBL.

Huszkuit ypoBeHb - poctmxkeHue MeHee ueMm 50% rmokazareneid OCBOCHHUS

IIPOTPaMMBI.

I[OCTI/II‘HYTBIC O6y‘IaIOIHI/IMCH 3HAaHHs, YMCHUSA W HABBIKH 3aHOCATCA B CBOJHYIO

Ta0JIUIly pe3yIbTaTOB 00YUYEHHUS.

OueHka ypoBHeii 0CBOeHHS POrPpaMMBbI

YpoBHU ITapameTpsl ITokazarenu
Beicoknit | Teopetnueckue OcBowni MaTepuall B IOJTHOM 00beMe: OCHOBHBIE COCTABIISIIOIINE
YPOBEHb 3HAHUS. UCIIOJIb3yEeMOI0 POOOTOTEXHUYECKOTO HaOOPa; OCHOBHBIE
(80-100%) IPUHIUIBI paOOTHI C POOOTOTEXHUYECKHMHU HIIEMEHTAMU;
OCHOBHBIC HaIIPaBJICHUS PA3BUTHs POOOTOTEXHUKH.
[IpakTuueckue YMeer co0r01aTh TEXHUKY 0€3011aCHOCTH; cOOpaTh

YMCHUS U HAaBBIKU

MeXaHU3M/po00Ta Ha 331aHHYIO0 TEMATUKY; COCTaBHTb
nporpamMmy Jijisl yrpaBiieHus: poootoM. TpyaHocTei He
VICIIBITHIBAET.

JInyHOCTHEBIE
pe3yabTaThl

OOyuarouuiics ycTaHOBUJ KOHTAKT ¢ OJHOIPYNITHUKAMH, HE
KOH(JIMKTYET C TOBapHILAaMH, COOTI0IaeT HOPMBI OOIIEHUS,
JIEMOHCTPUPYET 3HAHUE HOPM, TyXOBHO — HPABCTBEHHBIX
LEHHOCTEH, TpaauLU

Cpennuit
YpOBEHb
(50-79%)

TeopeTnueckue
3HaHUA.

VYwyarmmuiicst ocBowI1 6a30BbI€ 3HAHWS, OPUESHTUPYETCS B
COJIepKaHUU MaTepHaja 1o TeMam, 3HaeT OCHOBHBIE
COCTABJISFOIIME UCTIONB3yEeMOTI0 pOOOTOTEXHIUECKOT0 Habopa;
OCHOBHBIC IPUHIIUIIBI PA0OTHI ¢ POOOTOTEXHUUYECKUMHU
3JIEMEHTaMH1; OCHOBHBIC HATIPABJICHHUS PAa3BUTHS
POOOTOTEXHHUKH. HHOT'/Ia 00paIiaeTcst 3a MOMOIIBIO K MEAarory.

[IpakTnueckue
YMCHUS U HAaBBIKU

YMeer co0r01aTh TEXHUKY 0€3011aCHOCTH; cOOpaTh
MeXaHU3M/po00Ta Ha 331aHHYIO0 TEMATUKY; COCTaBHUTh
porpamMMy Ul yIIPaBJICHUS pOOOTOM.

B paGore nomyckaeT HeOPEKHOCTb, A€TAET OUIMOKH, HO MOXKET
YCTPaHHUTH MX TOCIIE HABOSIINX BOIPOCOB MIIN
CaMOCTOSITENIBHO.

JInyHOCTHERIE
pe3yabTaThl

OOyyaromuiicst yCTAHOBUJI KOHTAKT C PSIZIOM OJJHOTPYIITHUKOB,
BO3MOJKHBI €IMHUYHBIC KOH(QIUKTHI, B IIEJIOM COOJIFOIa€T HOPMBI
OOLIeHMsI, OJHAKO UCIBITHIBACT HE3HAUNTENBHBIE CIIOKHOCTH B
OCYIIECTBJIEHNN KOMMYHUKAIIMU C IEJaroroM U CBEpCTHUKAMHU.
Oco3Ha€T 3HaUMMOCTh TyXOBHO — HPABCTBEHHBIX [IEHHOCTEH, HO
HE BCEr/la UCMOJb3YyeT ATO 3HAHUE B TBOPUECKOM I€ATEIbHOCTH.

Huzkuii

YpOBEHB

(MeHbIIE
50%)

TeopeTnueckue
3HaHUA.

Brnajeer MUHUMATBHBIMU 3HAHUSIMHU, OPHCHTHUPYETCS B
COJICpKaHUU MaTepHaja o TeMaM TOJbKO ¢ TOMOIIBIO
remarora.

[IpakTrueckue
YMEHHMSI U HaBBIKU

Braneer MUHUMAaILHBIMY HaYaJIbHBIMA HABBIKAMH.
VYyammuiics cmocoOeH BBITIOJHSTH ONEPaIliy TOJBKO ¢
IIOJICKA3KOM meaarora uiy tosapuiuei. He Bcerna npaBuiibHO
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pUMEHSET HEOOXOAUMBIA HHCTPYMEHT WIJIH Ha MCIOIB3YET
BOBCE.

B pabote nomyckaeT rpyoObie ommOKH, HE MOYKET UX HANTH UX
JaKe MOCIIe yKa3aHUsl.

JInyHOCTHERIE
pe3yabTaThl

OO0yuarommiicsi KOH()IUKTEH, HApPYyIIAeT HOPMBI OOIIEHUSI.
HcnbiThIBaeT 3Ha4UTENBLHBIC CII0KHOCTHU B OCYHICCTBJICHUHA
KOMMYHHKAIIMH C TIEIaroroM u cBepcTHUKamMu. Oco3Haer
S3HAYUMOCTH JYXOBHO — HPABCTBCHHBIX HGHHOCTeﬁ, HO HEC
WCTIOJIB3YET 9TO 3HAHUE B TBOPUYECKOH NIESATEILHOCTH.

Croanasi Tabiuua pe3yJibTaToOB 00yUeHHs 10 NPOorpamMmme

Or1enka
Orenka MIPAKTHYECKUX
Ne damunms, nMs 1 P o JImunoctHble | TOoromas
TEOPETHUUYECKUX | YMEHUU U HaBBIKOB
n/n oOyyaromerocs N pe3yabTaThI OIlcHKa
3HAaHUH (TpenMeTHBIX U
MeTaIrpeAMETHBIX )
1.

AHAJIN3 JHATHOCTHYECKOI padoThl

KonngecTBo 00y4aronuxcs 1o CrucKy

KomnnuecTBo BHIMOMHABIINX paboOTy

KonnuectBo

«BBICOKUI yPOBEHbY

«CpenHuil ypOBEHb»

«Hu3kuit ypoBeHb»
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YUEBHBIN ILUIAH

Ne HasBanue paznenos, TeM KonnuecTBo yacos dopma
n/n Bcero Teopust | IIpaktuka arrectatyn/
KOHTPOJIS

I. N3yuenune monenu OSI 6 3 3 Ompoc

2. [Tonsarue npoTokosa 2 2 - Habmonenue

3. Mopnens u crek TCP/IP 2 2 - Habmonenue

4. ApXUTEKTypa CETH. 2 2 0 Habmonenue

5. Buras napa. I[Ipssmoit u nepekpECTHBIM 4 2 2 [IpakTnueckas
00KUM. paborta

6. Owmynsarop Cisco Packet Tracer. 2 Habmonenue

7. MapuipyTtuzanus, KOMMyTalHus. 4 2 Habmonenue

8. Omynauus pabodero oguca. 6 2 4 [IpakTrueckas

pabota

0. Buptyanuzanus. 6 3 3 Hab6monenue

10. [Ipomexxyrounas arrecrauus 2 0 2 TecroBoe

3aJlaHue

1. Co3zpanue BUPTYalbHOTO CTEHAA 4 2 2 JleMoHcTpanus
Windows. perieHus

12. | Windows Server 2016: 4 1 3 HaGmonenue
CucreMHble KOH(UTypaIuu, TOMEH.

13. | Windows Server 2016: 6 2 4 Habmonenue
DNS u DHCP cepBepa, joKkanbHbIE U
JIOMEHHBIE MOJIh30BaTEIH, IPaBa
JOCTyTA.

14. | Windows Server 2016: 6 2 4 [IpakTuyeckas
CucreMHbIe HACTPOUKH, YAATEHHBIN paborta
noctyn. JlnHaMudeckast MapIipyTH3aIus.

15. | Windows Server 2016: Be6 cepsep IIS. 4 2 2 Habmonenue
CepBep cepTuhHUKaTOB.

16. | Windows Server: 2 1 1 Habmonenue
CereBble 1 00IIIME HAIKH.

17. | Windows Server: Raid maccuBbi. 3 2 1 Habmonenue

18. Windows: 2 1 1 HaOmronenne
Cayx0a pa3BEpPTHIBAHMS.

19. Benenue nokyMeHTanuu. ) 0 ) JeMoHcTpanus

penieHus

20. | Omynsauus padoudero oduca Ha 6aze OC 6 0 6 [IpakTnueckas
Windows. pabota

21. Cozpmanne BUPTyaIbHOTO CTeHAa Linux. 2 1 1 JeMoHcTpanus

penieHus
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22. CucTeMHBIC YTHUIUTHI JTIsl pabOTHI C 2 1 1 HaOmronenne
KOHCOJIbIO, (hailIoBOM M onepariioHHON
CHUCTEMOII.
23. | Debian core: Cuctemubie 2 1 1 Habmonenue
KOH(pHrypammmu.
24. | Debian Xcfe: CucremHsbie 2 1 1 Habmonenue
KOH(pHTypammu.
25. | Debian: 4 2 2 Habmonenue
[Tomp3oBaTenu, mpaBa noctymna. O6mme
TIATKU.
26. | Debian: DHCP cepsep. Master u DNS 4 2 2 Hab6monenue
cepsep (Master, Slave, Proxy).
27. | Debian: Beb cepBepa Nginx u Apache. 4 2 2 Hab6monenue
banancuposka Harpysku. [Ipoxcu
cepsep. Cepep cepTudukaros.
28. | Debian: Mapmpytusanus, OSPF routing, 4 2 2 Hab6monenue
Quagga (Zebra). SSH. OpenVPN.
29. | Debian: PezepBHOE KOIIHPOBAHUE. 2 1 1 Hab6monenue
Cron + rsync.
30. Debian: Ldap. 4 2 2 HaOmronenune
31. | Debian: Mail. 3 2 1 Habmonenue
32. Benenune nokymenTauuu. 2 0 2 JleMoHcTpanus
pelieHus
33. | Omynsanus pabodero oduca Ha 6aze OC 6 0 6 [IpakTuyeckas
Linux. paborta
34. | PowerShell: 6 2 4 Habmonenue
CuHTakcuc, co3anue 0a30BbIX
CKPUIITOB.
35. Bash: Cunrakcuc, co3ganue 6a30BBIX 6 2 4 Hab6mronenue
CKPHUIITOB.
36. BrinonHenne npakTHYecKoro 3a1aHusl. 4 0 4 IIpakTrueckas
paborta
37. DOMyJNSIHs KOMIIEKCHOTO pabovero 10 0 10 [IpakTnueckas
odwuca Ha 6a3e MPOMICHHOT0 MaTepraia pabora, 3amura
Kypca peleHus
UTOTOBOM
KOMIUIEKCHOM
paboThI
Utoro 144 54 90
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COAEPXKXAHUE YYEBHO-TEMATHYECKOI'O IIVTAHA

1. U3zyuenue moaeam OSI. (meopus- 3 uaca, npakmuxa- 3 uaca)
Teopus: @usnueckas TONOJIOTUA JOKATbHOM ceTH. 3HAKOMCTBO ¢ MoJienbio OSI.
[IpakTtuka: Ilporokon IP u IP-ampec, pacuér IP cereit. COopka u pazdbopka
KOMITBIOTEPA.
2. TlonsiTue mpoToKoJaa (meopus- 2 uaca)
Teopus: 3HaKOMCTBO C OHATHEM IPOTOKOJIA.
3. Mogaeasb u crek TCP/IP (meopus- 2 uaca)
Teopus: 3nakoMcTBO ¢ Mozenbio u ctekom TCP/IP.
4. ApxuTeKTypa ceTH. (meopus- 2 uaca)
Teopus: Apxurekrypa cetu. Kinuent [1K, cepBep, MapuipyTu3aTtop, KOMMyTaTop.
5. Buras mnapa. Ilpsimoii W mnepekpécTHBI 00xKMM. (meopus- 2 uaca,
npakmuxa- 2 yaca)
Teopusi: Buapl kabenbHBIX ceTel
[IpakTuka: O6XUM BUTOI1 MAPBHI.
6. Dmyastop Cisco Packet Tracer. (meopus- 2 uaca, npaxmuxa- 2 uaca)
Teopus: 3nakomctBo ¢ Cisco Packet Tracer.
[IpakTuka: Pabora ¢ KOMIBIOTEPHONH TEXHUKOM W CETEBBIM 00OpYIO0BaHUEM
nocpenctsoM amyistopa Cisco Packet Tracer.
7. MapupyTu3anusi, KOMMYTalus. (meopusi- 2 yaca, npakmuka- 2 4aca)
Teopusa: KommyTtanus cereil. Mapipytuzamus ceTen.
[Ipaktuka: Pabota ¢ KOMMyTaTOpaMu U MapIIpyTU3aTOPaMHU
8. Dmyasiuus paboyero opuca. (meopus- 2 uaca, npakmuka- 4 yaca)
Teopus: Benenue nokymeHTanuu
[TpakTuka: Omymsus padodero oduca.
9. Bupryaauszaums. (meopus- 3 uaca, npakmuka- 3 uaca)
Teopus: Tumnel runepuzopoB. [1osb3a BUpTyaIu3aium.
[Ipaktuka: PaGota co cpeacTBOM BuUpTyanm3anuu, HacTpoirka. Co3mgaHue
BUPTYaJIbHBIX MAlllH, CETEH U KOMMYTaTOPOB.
10. IIpomeskyTOouHas aTTeCTAUMA (npakmuxa- 2 yaca)
[IpakTuka: Pemenue tectTupoBaHus
11. Co3nanue BuptryaabHoro crenaa Windows. (meopus - 2 uaca, npakmuxa-
2 yaca)
Teopus: BBenenue B TeMy, 00bICHEHUE 3a/]a4H.
[Ipaktuka: Coznanue BupTyasibHoro crega Windows.
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12.Windows Server 2016: Cucremnuble KoH(pUTypamum, 10MeH. (meopus - 1
yaca, npakmuka- 3 yaca)
Teopus: CucteMHble KOHPUTYpaUU.
[Ipaktuka: Co3nanue JoMeHa U MOJA0MEHA.
13.Windows Server 2016: DNS u DHCP cepBepa, J1oKkajibHbIEe U IOMEHHbIE
N0JIb30BaTeJIM, IPaBa A0CTyNA. (meopus - 2 yaca, npakmuka - 4 uaca)
Teopusa: DNS u DHCP cepsepa.
[Ipaktuka: Pa3épreiBaHuMe cepBepa JoMeHHbIX HMEH — DNS, cepsepa
JTUHAMUAYECKOU HacTpoiku xoctoB - DHCP.
14.Windows Server 2016: CucreMHble HACTPONKHM, YAAJEHHBIA JOCTYII.
JIuHaMuveckasi MAPIIPYTH3ALUSL. (meopus - 2 waca, npakmuxa - 4 uaca)
Teopust: CucTeMHbIE HACTPONKHU
[Ipaktuka: Hacrtpoiika ynmaneHHoro aocryna. MapuipyTuzanus MOCpPEACTBOM
JUHAMUYECKUX MAPIIPYTOB.
15. Windows Server 2016: Beo cepep IIS. CepBep ceprudukartos. (meopus
- 2 waca, npakmuxa - 2 uaca)
Teopus: Bebd cepBepa, cepBep cepTudukaiuu.
[Tpaxtuka: Hactpotika Beb cepBepa, cepBep cepTuduxaium.
16. Windows Server: CeTreBble U 0011IUe ANIKH. (meopus - 1 yaca, npakmuka
- 1 yaca)
Teopus: CeTeBble 1 00IIME MMATKY.
[Ipaktuka: Pabota ¢ JUCKOBBIM IPOCTPAHCTBOM.
17. Windows Server: Raid maccuBsbl. (meopus - 2 uaca, npaxmuka - 1 waca)
Teopus: Raid maccuBsi.
ITpakTuka: Hactpoiika Raid maccuBa
18. Windows: Cany:x6a pa3BéprbiBanus. (meopusi - 1 uaca, npakmuxa - 1 uaca)
Teopus: Ciyx6a pa3BEpThIBaHUS.
[TpaxTuka: Hactpoiika Ciayx0bl pa3BEpThIBAaHUS
19. Benenne nokyMeHTaUMU. (npakmuka - 2 yaca)
IIpakTuka: IloctanoBKa 3amaymn.
20. Dmyasiuus padodero opuca na 6aze OC Windows. (npaxkmuxa - 6 uaca)
[Ipaktuka: Beaenne moxkymentanuu. Co3gaHue u paboTa ¢ BUPTYyaJIbHBIMHU
mamaamu OC: Windows Server 2016 (GUI\Core), Windows 10 Enterprise.
21. Co3nanne BUPTYaJbHOro crenaa Linux. (meopus - 1 uaca, npakmuka - 1
yaca)

Teopus: Cuctemusie konpurypauuu (Xfce u Core).
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IIpakTuka: IToaroToBKa BUPTyalbHbIX MAIlIHH.

22. CucremMHbIe YTHJIMTBI Ui PadoTbl € KOHCOJIbIO, (ailyIoBOH W
onepanuoOHHON cucTeMou. (meopus - 1 waca, npakmuxa - 1 uaca)

Teopusa: o6o3peBanuwe yTWIAT uisi pabOThl € KOHCOJIbIO, (ailioBol

OIEPAIIMOHHON CUCTEMOM.

IIpakrtuka: Mcrnonp30BaHME CUCTEMHBIX YTUJIAT.

23. Debian core: CucteMHble KOH(pUTYpALUM. (meopus - | yaca, npakmuxa -
1 vaca)

Teopus: CucteMHble KOHPUTYpaAIMU ONEPALIUOHHON CUCTEMBI.

IIpakTuka: Hactpoiika onepaunOHHON CHCTEMBI.

24. Debian Xcfe: CucteMHuble koHpUTypauuu. (meopus - 1 uaca, npakmuxa -
1 vaca)

Teopus: CucteMHble KOHPUTYpAILMU ONEPALIMOHHON CUCTEMBI.

IIpakTuka: Hactpoiika onepanOHHON CHCTEMBI.

25. Debian: IToab30BaTesu, npaBa aoctyna. Oommue nanku. (meopus - 2 uaca,
npakmuxa - 2 yaca)

Teopus: Debian: [Tons3oBaTenu, nmpaBa goctyna. OOIIKe Manku.

[IpakTrka: YcTaHOBKa M HACTPOWKA CEpBEpa pa3peIIeHs] JOMEHHbBIX HMEH.

26. Debian: DHCP cepBep. Master u DNS cepBep. (meopus - 2 uaca,
npakmuxa - 2 yaca)

Teopus: DHCP ceprep. Master u DNS cepsep (Master, Slave, Proxy).

[IpakTika: YcTaHOBKa M HAcTpoilika cepBepa JMHAMUYECKOW KOH(UTrypanuu

xocToB. Hactpoiika DNS.

27. Debian: Beo cepBepa Nginx u Apache. (meopus - 2 uaca, npaxmuka - 2
yaca)

Teopus: banancupoBka Harpysku. Be6 wu mnpokcu cepBepa, cepBep

cepTU(dUKATOB.
[IpakTuka: YcraHoBKka u HacTporika cepepa Nginx u Apache.

28. Debian: Mapumpyruzanusi, OSPF routing, Quagga (Zebra). SSH.
OpenVPN. (meopus - 2 uaca, npakmuka - 2 yaca)

Teopus: Mapmpyrtuzanus OSPF routing, Quagga (Zebra).

ITpaktuka: Hactpoiika SSH cepBepa u KiIMeHTa, OTKPBITBIE U 3aKPBITHIE KITFOUH.

29. Debian: Pe3epBHoe komupoBanme. Cron + rsync. (meopus - 1 uaca,
npaxkmuxa - 1 uaca)
Teopus: Llenu pesepBHOe KonnpoBaHue. [Iporpammer Cron + rsync
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[IpakTuka: Hactpoiika pe3epBHOIO KOIMPOBAHUS.

30. Debian: Ldap. (meopus - 2 uaca, npaxmuxa - 2 uaca)

Teopus: 1EeHTpaTu30BaHHOE YOpaBJICHHE TIOJb30BATENIMH, TpYIMIaMH,
JIOMEHaMH, ayTeHTU(UKalMel, XpaHeHHeM HH(OpMaLnu.

ITpakTuka: Hactpoiika Ldap.

31. Debian: Mail. (meopus - 2 uaca, npakmuxa — 1 yaca)
Teopus: ITloutoBsie cepBepa. SMTP-cepsep, POP3 u IMAP
IIpakTuka: Hactpoiika moyToBoro cepsepa
32. Beaenue 10KyMeHTAllUM. (npakmuka - 2 yaca)
IIpakTuka: IloctanoBKa 3amaun.
33. Omyasuus padodero opuca na 6aze OC Linux. (npaxmuxa - 6 uaca)
[IpakTtuka: Cozganue u padbota ¢ BupTyanbHbiMu MamrHamu OC: Debian.
34. PowerShell: Cuntakcuc, co3ianue 6a30BbIX CKPUIITOB. (meopus - 2 uaca,
npakmuxa — 4 uaca)
Teopus: ABroMartu3zaiius pabotsl ¢ cepBucamMu Windows mpu moMoIu CKpUNTOB
PowerShell.
[IpakTuka: Co3nanue 6a30Bbix ckpuntoB Powershell.
35. Bash: Cunrakcuc, co3nanue 0a30BbIX CKPHMITOB. (meopus - 2 uaca,
npakmuxa — 4 yaca)
Teopusi: ABromaTu3zanusi paboThl ¢ cepBucaMu Linux Mmpu MOMOIIM CKPHUIITOB
Bash.
[TpakTuka: Coznanue 6a30BbIX ckpunToB Bash.
36. BoinoJiHeHHe MPAKTUYECKOT0 3alaHusl. (npakmuka - 4 yaca)
[Ipaktuka: Onwucanue 3amadyn CaMOCTOSATENIBHOE CO3/1aHUE CKPUITOB IS
aBTOMATHU3allUU MPOIIECCOB B3aUMOJIEHCTBUSA C CUCTEMOM U cOopa e€ nHPpOopMalIUU.
37. IMyasuMs KOMILUIEKCHOro padodyero o¢guca Ha 0a3ze NPOHIECHHOIO
MaTepuaJja Kypca (npaxmuxa - 10 uaca)
[Ipaktuka: MogenupoBanue uHPpacTpyKTypbl. HToroBas KOMIUIEKCHas
paboTa(TecToBOE 3a/laHKE), BKIIIOUArOIIas B ce0sl BeCh MPOMIEHHBIN MaTepHall.
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KOMILIEKC OPTAHU3AIIMOHHO-TIEJATOTUYECKHUX YCJOBUM

MartepuaJIbHO-TeXHHYECKOe o0ecneuyeHue

Pa6ouee mecTo yyammxcs (1 MecTo Ha 2 yyanuxcs):

—  HOYTOYK, KOMIIBIOTEpHAS MBIIIIh;

—  o0OxuMHOUM mHCTpyMeHT nox RJ-45, xonnekropsr RJ-45, oTBépTKa, BUTas
napa;

—  MapuipyTU3aTop, KOMMyTaTop;

—  CHCTEMHBIM OJOK B cOOpe ¢ KOMIUIEKTYIOIMMU (MaTepUHCKas IUIaTa,
BUJICOKAPTA, CETeBast KapTa, OJJOK MUTAHUS U T. [I.) IJIsi COOpPKH \ pa300pKH.

Pabouee MecTO mpenogaBaTeJis:

—  HOYTOYK, KOMIIBIOTEpHAS MBIIIIh;

—  TIpUHTEp;

—  MYJIBTUMEIMMHOE YCTPOMCTBO.

IIporpammHoe obecnieueHue:

- cpenctBo Buptyanmzanuu (VMware Workstation / MS Hyper-V / VirtualBox),
- MS Office / LibreOffise

MeToanueckoe odecneyeHue MporpaMmsbl

MeTtoibl O0OYVUYESHUS:

- 00BSCHUTENHHO-ULUTFOCTPATHBHBIN (Oecepl, 00BICHEHHS ),

- PENpPOAYKTHUBHBIN (IEATEIBHOCTh OOYy4aeMbIX HOCHT aJIrOPUTMUYECCKHUI
XapaKTeP, BBHITTOIHSICTCS MO WHCTPYKIUSAM, TIPEANMUCAHNAM, MMPABUJIaM B aHAJIOTUYHBIX,
CXOJIHBIX C TTOKa3aHHBIM 00PA3I[OM CHUTYAIIHSX );

- METOJI MTPOOIEMHOTO U3JI0KEHUS;

- IBPUCTUYECKUN (METON OOYYEHHS 3aKII0YaeTCs B OpPraHU3allMd aKTHBHOTO
MIOMCKA PEIICHUS BBIIBUHYTHIX B 00yUeHUH (MM CAMOCTOSTENHHO CPOPMYTUPOBAHHBIX )
MO03HABATENIBHBIX 33]1a4 B X0J1€ TIOJITOTOBKY U pean3allii TBOPUECKUX MPOEKTOR);

- UCCJIEIOBATENbCKUU.
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HenaroqueCKHe TCXHOJIOTHH. I/IH(l)OpMaI_II/IOHHBIe TCXHOJIOTUH, IPOCKTHAA

TEXHOJIOTHSI, 3I0POBheCOEpEraronue TEXHOJIOTHHI, TEXHOJIOTHSI TPOOJIEMHOTO O0yUCHHSI.

B nporniecce 06yuenus yuaniuecs padotarot ¢ OC Windows u Linux, a Tak e co
CpencTBaMHM BHpTyanm3anuu, TakumMu kak: VMware Workstation, MS Hyper-V,
Virtual Box.

[IpoekTHasi TEXHOJOTHS Ja€T BO3MOXHOCTh CAMOCTOSITEIbHO KOHCTPYHUPOBAThH
CBOM 3HAHUS, OPHUEHTUPOBATHCS B WH(OOPMAIMOHHOM TIPOCTPAHCTBE, pPa3BUBAET
KPUTUYECKOE M TBOPYECKOE MBIIUICHUE, CO34aET ycJIOBUS i (OPMUPOBAHUS U
pa3BUTHS BHYTPEHHEH MOTHBAIMHM yYalIUXCS K 0o0jiee KaueCTBEHHOMY OBJIAJICHUIO
3HAHWSMU, TIOBBIIIICHUS MBICIUTEIPHON AKTHBHOCTH W TPUOOPETEHUS HABBIKOB
JIOTUYECKOT'O MBIIICHHUS.

310poBrecOeperaronmye TEXHOJOTUHM  TO3BOJISIOT  CO3/1aTh  MAaKCHMAJbHO
BO3MOYKHBIE YCIIOBHS ISl COXPAHEHMsSI, YKPEIUIEHUS M Pa3BUTHUsSI SMOIMOHAIBHOIO,
MHTEJUIEKTYaIbHOTO M (PU3UYECKOTO 3/I0pPOBbsl, B TOM YHUCJE B YCIOBHUSIX PabOTHI C
KOMIIBIOTEPHOU TEXHUKOM.

[IpoOnemMHoe 0OydyeHHME — 3TO THUI Pa3BUBAIOIIETO OOYUYEHHMsI, COJEp KaHHE
KOTOPOTO MIPEICTABIICHO CUCTEMOM MTPOOJIEMHBIX 33/1a4 PA3IMYHOTO YPOBHS CJIIOKHOCTH,
B IIPOIIECCE PEUICHUSI KOTOPBIX yYalllhecs OBIAJeBalOT HOBBIMU 3HAHUSIMU U CIIOCOOAMU
NEUCTBUS, a 4Yepe3 3TO MPOUCXOAUT (HOPMHUPOBAHME TBOPUYECKHUX CIIOCOOHOCTEH:

MNPOAYKTUBHOI'O MBIIIJICHUA U MO3HABATEILHOU MOTHBAIIHH.

BOCIIMTATEJIbHAA JEATEJIBHOCTD

CDODMBI N MCTOJbI BOCIITMTAHUSA

Pemenne 3amad ycBOeHHsS AETbMH 3HAHUM, HOPM, JYXOBHO — HPABCTBEHHBIX
[IEHHOCTEW, TPAAULUN POCCUHCKOTO OOIIECTBA OCYIIECTBISIETCS HA KaKIOM 3aHATUH
nyTeM BbIOOpa U OOCYXIEHHUs MPEeIMETHOM 00JacTH IJsl peaju3aluu MpOrpaMMHBIX
npoaykToB. OOyyarommecs y4acTBYIOT B TEMaTHUECKUX COOBITHSX, KOJUIEKTUBHBIX
UTpax, COPEBHOBAHUSX, 3HAKOMSATCS C TIOCTHKEHUSAMHU POCCUICKONH U MUPOBOW HAyKH U

TEXHUKH, C HEKOTOpbIMU TmpodeccuoHanbHbiMu 3amadyamMu [T — choenmanucros,
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MpaBUjaMU OpraHU3aMK pabodero mpolecca ¢ YYETOM 370pOBbeCcOEperarommx
TEXHOJIOTHH M TEXHUKH 0€30IIaCHOTO MCIOJIb30BAHUS KOMITBIOTEPHOTO 000PYI0BaHHS.
B BocnuTaTenbHON MEATENBHOCTH IO TMPOTrPaMME HCIHOJIb3YHOTCS METOIbI

BOCIIMTaHUA. MCTO, Y66)KI[6HI/I$I, MCTO/J ITOJIOKUTCIIbHOI'O ITPUMEPA, MCTOA IMOOIIPCHMA.

Y4eOHO-MeTOAMYEeCKUE CPeACTBA 00yUeHU st

J1st peanu3anuu mporpaMMbl HCTIOIb3YIOTCS:

- CIIeIMaIM3UPOBaHHAs JINTEPATypa M0 HAIIPABJICHHIO, ITOI00pKA KYpPHAJIOB,

- 00pa3Ibl MPOTPaMM U CUCTEM, BBITIOJTHEHHBIE 00yUYarOIIMMHUCS U TIE1aroroM,

- Y4eOHO-METOANYECKUE TTOCOOUS ISl TIeAarora U 00y4Jaromuxcsl, BKIIFOYAIOIIIHE
JTUIAKTAYCCKAM, WH(MOPMAIIMOHHBIA, CIPABOYHBI MaTepHaibl Ha  Pa3IMYHBIX
HOCHTEIISIX, KOMITBIOTEPHOE U BUCO 000PYI0BaHHUE.

- TPHMEHIEMOE Ha 3aHATUSAX JAWJIAKTHYECKOe U Y4eOHO-METOJIMUYECKOE
obOecrieueHre BKIIIOYAET B Ce0S DJICKTPOHHBIC YUCOHHMKH, CIIPABOYHBIC MaTepUAbl U

cucteMsbl ucnoiab3yeMbix [Iporpamm, UHTEpHET.

Kanposoe obecnieuenune
[Iporpammy peanusyrot nenaroru Ilentpa nudpoBoro odpazoBanust aereit «IT-

Kyo».

HNudopmanuonHoe odbecreueHmne
Jlis  peanu3anuy MPOTPAMMBI  TUTAHUPYETCS HUCIOJB30BaHUE  CIICTYIOIINUX
WH(OPMAITMOHHBIX PECYPCOB:
- oHJaliH Kypcebl «JIekropuym» (lektorium.tv);

- OHJIaliH Kypchl «Stepik» (stepik.org).
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[MTPMJIOXKEHME 1

OLEHOYHBIE MATEPUAJIbI

IIpuMep BapuaHTa TeCTa I NIPOMEKYTOYHOM ATTECTAUNH

Bomnpoc 1: yto takoe IT (UT)?

1) Nurepuer Texnonoruun

2) NnrepecHbie TexHonornu

3) Undopmarnmonnsie TexHomornu
4) Uctounuku Toka

Bonpoc 2. Hazpanue monenu OSI pacumiudpoBbiBaeTcs, Kax. ..

1) Monenb B3auMoIeHCTBUS OTKPBITBIX CUCTEM
2) Mojienb OTKPBITHIX CEeTEH
3) Mopaeinb B3auMOICUCTBUS CETEN APYT € APYIrOM

Bormpoc 3. Kakoii ypoBeHs BzaumoencTus B mojaenu OSI mumHuii?

1) ®usnueckuii ypoBeHb

2) KananbHbIi ypOBEHb

3) TenenopTuyeckuii ypoBeHb
4) TpaHCIOPTHBIN YPOBEHB

5) CeaHcoBbIl YPOBEHB

6) YpoBeHb Ipe/iCTaBICHUS
7) llpuxknagHoi YpOBEHb

Bomnpoc 4. /lannsiii ypoBenb Moaenu OS] umeer z1eo ¢ nepenayeid motoka OMToB
1o (PU3NUECKUM KaHaJlaM CBSI3H.

1) ®usnueckuii ypoBeHb
2) YpoBeHb peICTaBICHUS
3) CeteBoil ypoBEHb

Bonpoc 5. Kakoit ypoBens Mmonenu OSI siBisieTcsi epBbIM YPOBHEM, KOTOPBIM
paboTaer B pexKUME KOMMYTAIIMKU MaKeTOB?

1) ®usnueckuit ypoBeHb

2) KaHanbHbli ypOBEHb
3) llpuknagHO¥ YpPOBEHb
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Bompoc 6. Kaxkoit ypoBenr moaenmu OS] cmyxut s oOpa3oBaHHs €IUHOU
TPAHCIIOPTHON CUCTEMBI, 00bEIMHSIONIEH HECKOJBKO CETEH

1) YpoBeHns npencraBieHus
2) ®uznueckuii ypoBeHb
3) CereBoii ypoBEHb

Bomnpoc 7. IIporokon — 370...

1) YcTpoiicTBo /i paboOThI TOKAIBHOM CeTH

2) Crangapt OTIpaBKU COOOIICHUN Yepe3 AMEKTPOHHYIO MOUTY

3) CnocoOGHOCTh KOMIIBIOTEpa IMOCHIIATh (ailyibl yepe3 KaHallbl Tepeaayvu
uHbOopMaIuu

4) Cranjapt nepesauu JaHHbIX Y€pe3 KOMIbIOTEPHYIO CETh

Bomnpoc 8. JIokanpHas ceTb — 3TO0...

1) /IBa KOMIIbIOTEPA COETUHEHHBIE MEXLy COOOM

2) KoMnbroTepHast ceThb, paciioyioKeHHas [0 BCEMY MUPY

3) He Oospmias KOMIBIOTEpPHas CEThb B IIpeleiax OAHOIO IOMEIIEHUS WU
IPEANPUATHS

4) YCTpONUCTBO JJIs1 COEMHEHUS] KOMITBIOTEPOB MEXKTy COOOM

Bompoc 9. Kaxoit ypoBernr Mozemu OS] oOecreumBaeT NPUIOKECHHSIM WA
BBITIIECTOSIIMM YPOBHSIM CTEKa IMepeady JaHHBIX C TOW CTETMEHBIO HAJEKHOCTH,
KOTOpasi UM TpedyeTcs?

1) TpancOpTHBIN YPOBEHB
2) CeaHCOBBIN YPOBEHD
3) YpoBeHsb npeicTaBieHUs

Bompoc 10. MakcumManbpHasi CKOpPOCTh Tiepefaud nHpopMauu B KOMIBIOTEPHON
JIOKAJIbHOM ceTu (Ha OCHOBE Kabems BUTas mapa) MOXKET JOCTUTATh:

1) 56,6 Kbut/c

2) 100 Koaiit/c

3) 100 Kowut/c.

4) 100 M6wut/c.

Bompoc 11. DHCP (Dynamic Host Configuration Protocol) pacmmdpossiBaercs
KakK...

1) mpoTOKOJ AMHAMUYECKOW KOHPUTYpAIIMU XOCTOB

2) NpOTOKOJ AMHAMUYECKON KOH(PUTYpallui KOMMYTaTOPOB
3) IPOTOKOJ CTAaTUUECKOW KOHPUTYpAIIMU XOCTOB
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Bompoc 12. DNS (Domain Name System) pacimdpoBbIBacTCs Kax. ..

1) Cucrema TOMEHHBIX UMEH

2) Cucrtema UMEH IMOJIb30BaATENS

3) Cucrema IOMEHHBIX TOJIb30BaTENCH

4) Cuctema UMEHH JIOMEHA

Bonpoc 13. Kakoit ypoBenb Mozenun OSI olecrieuuBaeT ymnpaBieHUE
B3aUMO/JICHCTBUEM CTOPOH?

1) CeaHcoBblii ypOBEHb
2) IlpukiiagHO# YpOBEHB
3) TpaHCHOPTHBIN YPOBEHB

Bonpoc 14. Kakoit ypoBenb Mojenu OS] olOecrieunBaeT NpeaACTaBICHUE
nepenaBaeMoil MH(oOpManMuM TO ceTd WHGOpPMAIMU, HE MEHAS MPU ITOM €€
coaepxaHus?

1) YpoBeHns npencraBieHus
2) ®uznueckuii ypoBeHb
3) CereBoii ypoBEHb

Bompoc 15. Bocbmepuunas 3anuch npasa «Bce npaBay» komanasl chmod - ...

1) 4
2)5
3)6
4)7

Bonpoc 16. Kakoit yposenb Momenun OSI mnpencraiasier coboii  Habop
Pa3HOOOpa3HBIX MPOTOKOJOB, C TMOMOIIBI0 KOTOPBIX MOJIB30BATENIM MOJIYYarOT
JOCTYII K pa3JiesieMbIM pecypcam?

1) KananbHblii ypOBEHb
2) IlpukiiaqHO# YpOBEHB
3) IIpuknagHOil ypOBEHb

Bompoc 17. Kak Ha3pIBaeTCsi TPOTOKOIbHAS €IUHUIA JAHHBIX IS (DU3UIECKOTO
ypoBHst Mojienu OSI Ha3bIBaeTcs?

1) bur

2) baiit 18

3) M/6aiit

Bomnpoc 18. Bupryanuzanus — 3710...
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1) mporiecc co3gaHusi TPOTrPaMMHOTO (WJIH BUPTYaIbHOTO) MPEICTABICHUS YETrO-
J100.

2) mporecc co3aaHus Bed cailToB.

3) mpotiecc MoACO3HaHUs, XapaKTepru3yeMblii (haHTa3uCH.

4) Ha3BaHUe JAepeBHU B MTanum.

Bompoc 19. Kak Ha3piBaeTcsi MPOTOKOJbHAS €IUHUIA JAHHBIX ISl KaHAJIbHOTO
ypoBHs Mojienu OSI Ha3biBaeTcs?

1) ITaker

2) CermeHT

3) Kanp

Bomnpoc 20. Kak Ha3bIiBaeTCsi IPOTOKOJIbHAS €IMHUIIA JAHHBIX JJIsI CETEBOTO YPOBHS
monenu OS] HaspiBaeTcs?

1) ITaker
2) CermMeHT
3) Kanp

Kputepun onenku:

— 5 —9 6anoB: HU3KUHM YPOBEHb;

— 10 — 14 GannoB: cpeHUN YPOBEHB;
— 15 — 20 GanoB: BHICOKHI YPOBEHb.
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[MTPMJIOXKEHUE 2.

IIpumep 3agaHus 1J1s1 MTOTOBOM aTTECTALMHU

[To3apasnsiem! Bel ycnemniHo mponuin codeceoBaHre Ha BAKAHCHIO CUCTEMHOTO
umxkeHepa u kommanus OOO «PM-CerpTex» mnpussuia Bac Ha CTaXHUpPOBKY B
He0o01b1110i1 MypMaHckHii oduc.

l'omoBHOM oduc, pacnonoxkeHHbldi B Mypmancke, coaepxut 1 otmen (1
kommnbiotep — CLI-W, 1 cepBep — DC, kommytaTop aoctymna Cisco 2960 — SW-W-1), 1
cepBep ooOero HazHadeHus — SRV-W, nenrpanpnsiii kommytatop Cisco 2960 — SW-W-
2 u mapmpytuzatop Cisco 2811 — BRW. Ilomumo sToro, komnanus umeeT Quiinai B
Mockse, cocorosiimuii u3 2 cepBepoB — SRV-L-1 u SRV-L-2, 1 knuenta — CLI-L,
koMmmyTtatopa Cisco 2960 — SW-L u mapmpytuzaropa Cisco 2811 — BR-L.

3apanue:

I. Ucnmoan3ys smyasatop Cisco Packet Tracer, Bocco3naiite mHPpPacTPyKTYypy
MypMmanckoro oguca u puiaunaaa B Mockse.

1) KommyTatop ypoBHSI HOCTyIa TOJOBHOTO O(rca AOKEH MOJKIIOYAThCS K
COOTBETCTBYIOIIEMY KOMIIBIOTEPY U CEPBEPY OTAEIIA;

2) KommyTatop ypoBHS JOCTyNa J0JKEH UMETh 2 KaHalla CBSA3M C LIEHTPaJIbHbIM
KOMMYTATOpPOM M MOJKIII0YATHCS K CEpBepy OOIIEro Ha3HAUCHUS,

3) B koHurypaium Bcex CeTeBbIX YCTPONCTB JOJIKHBI ObITh YUTEHBI CIICYIOIIHNE
MpaBUJia: YHUKaJIbHOE uMs yctpoiictBa, MOTD 6anHep ¢ nHdopmaiiueit 06 ycTpoicTae
(ums1, TOpOA), MApOJIb MPUBUIIETUPOBAHHOTO pexkuma (Jlorun: cisco mapoas P@sswOrd);

4) Anpecanusi Bcex YCTPOMCTB J0/DKHA COBMAIATh ¢ Tabnuiei 1;

5) B ponu DHCP cepepoB BeicTynatot cepepa DC u SRV-L-1.

II. Ucnoab3ys cpeacTBO BHPTYAJIHM3ALHMH, peajU3yHTe BHPTYAJBHYI0 BEpPCHIO
odpuca u puanana. Bce onepanmoHHbie CHCTEMBbI J0JKHBI COBIIAAATH ¢ Ta0auuei 2.

I. Konurypanuu xocToB
1) Hactpoiite nMeHa XOCTOB B COOTBETCTBUH C TTOTYYCHHOU HH(POPMAITUEH.
2) Hactpoiite IP-agpecamuio Ha Bcex XxocTax B cooTBeTcTBUU ¢ Tabmnwuieii 1.
3) Ha OC Windows ycTaHOBUTE TONOJHUTEIbHBIE MAKEThI, MPEIOCTaBICHHbBIE B
ISO daiine.
4) Ha OC Linux yCTaHOBUTE JIONOJHUTEIbHBIE NAKEThl MPOTrPaAaMMHOIO
obecreueHust:
a. dnsutils
b. lynx
c. host

II. Kondurypauus ronoBHoro opuca
1) Cnenaiite cepsep DC ocCHOBHBIM KOHTpOJUIEpOM JJoMeHa Rmset.ru
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a. Bce ycTpoiicTBa 1OKHBI OBITH YJICHAMU JIOMEHA

2) Cnemnaiite ceppep SRV-W nomnoaHuTeIbHBIM KOHTPOJLIEPOM JIoMeHa Rmset.ru
a. KonTposuiep He 10JKEH BBITONHATH GYHKIHMIO II100aJbHOTO KaTajaora

3) HoGaBwsTe moisib3oBatenie u3 (aitna, mpegocTaBieHHOro B ogHoM u3 ISO

00pa3oB :

DC:

a. Coznaiite noapazaenenuss OU u3 ¢aiina

b. Co3paiite CKpUIT, MPU MOMOUIM KOTOPOrO CrEeHEPUPYUTE MOJIb30BaTEIEH
TPYIIIT; IOMECTUTE MX WICHAMH YKa3aHHBIX B (paiijie TPymI; BCE CO3JaHHBIC
Y4ETHBIE 3aIMUCH JTOJDKHBI OBITh BKJIFOYEHBI U JOCTYITHBI

c. [Ins kaxmoro noJyib30BaTeNsl CO3alTe TOMALIHIOK Marnky no agpecy SRVW
->d:\shares\users\, aBToMaTH4eCcKu MOAKIIOYAEMYIO B KaUeCTBE McKa Z:\

4) Hacrpoiite mpotokon DHCP nyst aBTOKOH(UTrypanuu KJIMEeHTOB Ha cepBepe

a. Jlmamazon anpecoB 172.16.10.50 — 172.16.10.75
b. HacTtpoiite nonomuuTenbHbie cBoiicTBa obnacteit (DNS, nutro3)

5) Hactpotite DNS na DC:
a. Hactpoiite He00X0uMbIE 30HBI MPSIMOTO M OOPAaTHOTO MPOCMOTpPA 3aIUCEH

W3 Ta0JIUIBI 3
b. ObecmeubTe cormacoBaHHyI0 paboTy co ciyx60ii DNS Ha SRV-W

6) Coznaiite RAID-5 maccuB nHa SRV-W, Ha3znauste emy 6ykBy D:\ a. Coznaiite

3 IOMOTHUTENBHBIX KECTKUX JUCKA HA CEPBEPE

L-1:

7) Co3maiite 001IyIO MAnKy moab3oBareneit mo aapecy SRV-W->d:\shares\users
8) CoznaiiTe caiT oprica www.rmset.ru

a. CaiiT momxeH OBITh JOCTYIEH TOJIBKO 10 https

b. Ceptudukarsl JOJKHBI OBITH CTEHEPUPOBAHBI B (hUiMasie

III. Kondurypanus dunuana

1) Peanuzyiite DNS-cny>x0y Ha ocHoBe naketa BIND Ha cepBepe SRV-L-1:
a. CepBep oOciyxuBaeT 300y Moscow.ru
b. Hanmonmuenne 30Hb1 OpraHn30BaTh B COOTBETCTBUU C TaOIuUIIEH 3
c. Daitnbl 30H pacmonokuTe B AUpeKTopuu /var/dns
d. Cepgep noaaepkuBaetT mpsSMoe U 00paTHOe TpeoOpa3oBaHue aapecoB

2) Hactpotite cepBep MpoTOKOJIa TMHAMUYECKON KOH(UTYpaun XocToB Ha SRV -
a. Ucnonb3yite nyi aapecoB 172.19.10.60 - 172.16.10.75

b. CLI-L nomken nmonydarsh (MKCHPOBAHHBIN aipec
c. B kadecTBe mUIIO3a MO YMOJYAHUIO HUCHOJIB3YHTE aapec uHTepderica

MapuIpyTH3aTOpa JOKAIBHOU ceTu
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d. Ucnonwzyitte DNS-cydduxc Moscow.ru

3) YcranoBure u HacTpoite cepBep karajgoroB LDAP na 6aze OpenLDAP na
cepsepe SRV-L-1:

a. Co3naiiTe nosip3oBaresniel coraacHo Tadiune 4

b. XocTel 10KHBI ayTeHTUGUIIMPOBaThCs cpeacTBamu LDAP

4) Bemonnute KoH(Urypamuio cepsepa ynaiéHaoro aoctymna sshd va SRV-L-1 u
SRVL-2:

a. [Topt 1022

b. 3ampeTuTte BXO/ MOIB30BATEIIO rOOt

c. JlocTyn TonpKo A1 mosib3oBaTeneit admin u user?

5) Peanusyiite cepBuc ynan€HHOro qoctyna Ha ocHoBe TexHosiorun OpenVPN Ha
BR-L:

a. [Tapamerpsl Tynnens i. YcrporictBo TUN ii. [Topt 1194

b. Bce ceprudukaTsl 10KHBI OBITH BbIJIaHbI ¢ cepBepa SRV-L-2

c. TyHHens HOKEH MPENOCTABISTh KIMEHTaM JIOCTYN K BHYTPEHHUM pecypcam
cetu punmana.

6) Peanmusyiite nienTp ceprudukaum Ha 6a3e makera OpenSSL na SRV-L-2:

a. B xauecTBe 6a30BO¥ AMPEKTOPUHU UCTIOJIB3YWUTE /var/ca

b. Atpubytel CA ycranoBute cienyromue: i. Crpana RU ii. Opranuzanus OOO
«IzhNetTech»

c. Bce ceprudmkatsl 10/KHBI OBITH BBITYIICHB JaHHBIM CA

d. Bce kommbroTeps! JOMKHBI 10BepsITh CA

7) Peanu3yiiTe BeO-cyx0bl Ha ocHOBe cepBepa Apache na SRV-L-1 u SRV-L-2:

a. Pazmaércs ¢aiin /var/www/index.html

b. ®aiin qoJpKeH coaepxkaTh cieayronmid Tekcet: «Served by », rne HOSTNAME —
uMs cepBepa.

8) PeanusyiiTe peBepc-npokcu cepBep Ha 0asze makeTa nginx Ha BR-L:

a. [IpociymmuBaercs BHEMIHNN aapec

b. M1 caiita site.moscow.ru

c. [Ipocaymmusarorcs HTTP u HTTPS noptel

d. Bemmonusiercs nepenanpasienue Ha HTTPS

e. 3anpockl nepeHamnpasisaoTcsa Ha ceppepa SRV-L-1 u SRV-L-2

9) Hactpotite pe3epBHOE KonupoBaHue Ha cepBepe SRV-L-1 22

a. HacTpoiite apxuBupoBaHue AUPEKTOpUH /var/www u e€ comepxkumoro B TAR-
daiin mo madmony backup-$(date +\%d-\%m-\%y-\%H:\%M).tar
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b. ®aiinbl apXUBOB TOJKHBI COXpaHAThCS B nupekTopuu /backup Ha SRV-L-2
c. [leppoAnYHOCTH PE3E€PBHOTO KOMMMPOBAHUS 5 MUHYT

10) Ha CLI-L co3paiiTe CKpUNT MOJAKIIOYEHUS K cepBepaM (riihaa:
a. Ckpunt ssh_to server.sh goimkeH ObITh JOCTYIIEH U3 000N TUPEKTOPUU

b. Ckpunt qoJKeH CrpaliuBaTh K KAKOMY CEpBEpPY HEOOXOAMMO MOAKIIOUYUTHCS

Tabmuma 1. Anpecarus

Cetb XOCTHI Anpeca (/24)

rmset DC 172.16.10.100
SRV-W 172.16.10.200
BR-W 172.16.10.1
CLI-W DHCP

Bridge BR-W 200.100.50.100
BR-L 200.100.50.101

Moscow SRV-L-1 172.19.10.100
SRV-L-2 172.19.10.101
CLI-L 172.19.10.50 (DHCP)
BR-L 172.19.10.1

Ta6nuna 2. OnepanmoHHbIE CUCTEMBbI

XocThl oC
DC Windows Server 2016 (GUI)
SRV-W | Windows Server 2016 (CORE)
BR-W Windows Server 2016 (CORE)
CLI-W | Windows 10 (Ent)
SRV-L-1 | Debian 10 (CORE)
SRV-L-2 | Debian 10 (CORE)
BR-L Debian 10 (CORE)
CLI-L Debian 10 (Xcfe)
Tabmuma 3. DNS 3anucu
Xocr OToOpaxeHue
DC A: dc.rmset.ru
SRV-W A: srv.rmset.ru
A: srv-w.rmset.ru
A: files.rmset.ru
BR-W A: br.rmset.ru
A: br-w.rmset.ru
CLI-W A: cli.rmset.ru
A: cli-w.rmset.ru
SRV-L-1 A: srv-L-1.moscow.ru A: srv-1.moscow.ru
SRV-L-2 A: srv-L-2.moscow.ru A: srv-2.moscow.ru
BR-L A: br.moscow.ru A: br-L.moscow.ru A: site.moscow.ru
CLI-L A: cli.moscow.ru A: cli-L.moscow.ru
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Taomnuma 4. [Tonp3oBarenu LDAP

I'pynna OU CN IlapoJab
Administrators Users Admin Murnarom
Users Users userl - userl0 P@sswOrd
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