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MNOACHUTEJBHASA 3AIINCKA

1. HopmaTuBHO-nIpaBoBas 6a3a pa3padoTKU U peaiM3aluy NPOrpaMmabl.

[Iporpamma pazpaboTaHa Ha OCHOBE CJIEAYIOINX HOPMAaTUBHBIX JIOKYMEHTOB:

— ®enepanpHoro 3akoHa ot 29.12.2012 Ne 273-®3 (pea. ot 31.07.2020) «O6
obpazoBanuu B Poccutickoit denepanum» (¢ u3M. u J01., BCTyIL. B cwty ¢ 01.09.2020);
— [lopsinka opraHu3anuMu U OCYLIECTBIEHUS OOpa30BaTEIbHOU JEATEIbHOCTH IIO
JOTIOJTHUTENBHBIM  00111€00pa30BaTENbHbIM MPOrPAMMaM, YTBEPKACHHOIO MPHKA30M
MunucrtepctBa npocenienus Poccuiickoit @enepanuu ot 27.07.2022 r. Ne 629;

- [locTranoBiieHHs ['J1aBHOTO rOCYJapCTBEHHOTO CAaHUTAPHOro Bpada Poccuiickon
®enepannu ot 28.09.2020 Ne 28 «O06 yrBepxkaeHnn canuTapubix npasui CII 2.4.3648-
20 «CaHuTapHO->IUAEMHUOJIOTHYECKIE TPeOOBAaHMS K OpraHU3AlMsIM BOCIUTAHUS U
OoOy4eHHMsl, OTAbIXA U O3J0POBJICHHUS IETEH U MOJIOAECKI;

— [TocranoBneHuss ['1aBHOTO rocyaapCTBEHHOIO CaHUTApHOTO Bpaya Poccuiickon
®enepanuu ot 28.01.2021 Ne 2 «O06 yTBepkaeHnH caHUTapHbIX paswt 1 HopM CaunlluH
1.2.3685-21 I'uruennyeckne HOPMATUBBI U TPpeOOBaHMS K 00eCTEUeHUIO O€30MacHOCTH
U (1) 6e3BpeHOCTH IS YeTloBeKa (PaKTOpOB cpeibl OOUTAHUSDY;

- MeTonuuecknx peKOMEHAAIMM MO CO3JaHUI0 U (PYHKIIMOHHMPOBAHUIO IIEHTPOB
uupposoro odpazosanus «IT-kyo» (muceMo MuHucTepcTBa mpocselienust Poccuiickoit
®deneparmu ot 10 HOs10ps 2021 1. Ne TB-1984/04);

— Crpareruu pa3sutus Bocnutanus B Poccuiickoit @eaeparuu Ha nepuoa ao 2025
roja (YTtBepxnaena pacnopspkenrem lIpasutensctBa PO ot 29.05.2015 Ne 996-p «O6
yTBepxkaeHnn Ctparernu pa3Butus BocnuTaHusa B Poccuiickoin Penepanuy Ha NEPUOL
1o 2025 rona);

— Konnenuuu pa3BuTusi JOMOJHUTENBHOTO oOpaszoBaHus getedt a0 2030 rona,

yTBepxkIAeHHOM pacniopspkeHueM IIpaBurensctBa Poccniickont denepanuu ot 31 mapra

2022 1. Ne 678-p.
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— [TpumepHoii paboueit mporpaMMmbl BOCHUTAHHUS JUIs OOIIE00pa30BaTEIbHBIX

opranuzanmii/ OnodpenHoit pemenneM ®YMO no obmeMy o0pa3oBaHHIO, TPOTOKOI OT

23.06.2022 Ne3/22.

2. HoBu3Ha, aKTyaJbHOCTb, MNeAarormvyeckasi  IeJecoo0pa3sHOCTh

NpOrpamMmbl.

AKTyaJTbHOCTh TIPOTPaMMBbI O00YCIIOBJICHA PACTYIIMM CIPOCOM Ha TEXHHYECKHUX
CTICIIMAITUCTOB, CIIOCOOHBIX Pa300paThCs C OOJBITIM YUCIOM KOMITBIOTEPHON TEXHUKH U
Pa3IUYHBIX CETEBBIX YCTPOWCTB. VCMoNb30BaHME COBPEMEHHBIX HH(DOPMAIIMOHHBIX
TEXHOJIOTHH SIBISICTCS HEOOXOIUMBIM YCIIOBHEM YCITCITHOTO PAa3BUTHS KaK OTICITBHBIX
oTpacJeil, Tak ¥ rOCy/1IapcTBa B LIETIOM.

HoBu3Ha maHHOW mporpamMMbl 3aKII0YAETCs B MPUOOPETEHUH ICTHhbMHU HABHIKOB
paboThl ¢ COBPEMEHHBIMM WHCTPYMEHTaMH MPOKJIAJAKU U HACTpouku cetu. CeromHs
CUCTEMHBIN aJIMUHUCTPATOP — 3TO BOCTpeOOBaHHAs MPOQeccusi, aKTyaTbHOCTh KOTOPOM
C KKIBIM TOJOM TOJBKO BO3pacTaeT. B 00s3aHHOCTH CHUCTEMHOTO aJMHUHHUCTpAaTOpa
BXOJIUT YCTaHOBKa W HACTPONKa MPOrpaMMHOr0 OOecreueHus, MOAJEpPKKa padOThI
KOMITBIOTEPOB ¥ OPITEXHUKH, YMEHHE pa3pabaThiBaTh M YIPABIAThH KOMIBIOTCPHBIMHU
cetssmu. [lomydeHHBIC 3HAHWS W HABBIKKM MPUTOIATCSA B JIIOOOW cepe mesaTenTbHOCTH
YeJI0BEeKa.

[legarornyeckas 11e1eco00pa3HOCTh MPOTPAMMBbI 3aKIIFOUAETCS B UCIIOJIb30BAHNE
OTIepeXAIONINX 00pa30BATEIbHBIX TEXHOJIOTUN pPa3BUTHS JeTell B chepe MHKEHEPHBIX
HAyK W CO3JaeT OJIArONPUSITHBIC YCIOBUS JIJII YCKOPEHHOTO TEXHUYECKOTO Pa3BUTHS
00y4Jarommxcs.

[Tomy4yeHHbIe 3HAHUS W HABBIKM TMPUTONATCS B JIO00M cdepe aesTenbHOCTH
YyenoBeKa. Takke JIMYHOCTHO W OOIIECTBEHHO 3HA4yMMash TEeMaTHKa IPOCKTOB U

IMPAKTHYCCKHUX pa60T IMIO3BOJIMT PCAJIN30BATb BOCHIUTATEIILHBIN IMOTCHIO A IIPOIrpaMMBEI.
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[lomyueHnHble 3HAaHWSA W HABBIKU NPUTOIATCS B JI000M cdepe AessTeNbHOCTU
yelioBeKa. Takke JMYHOCTHO W OOIIECTBEHHO 3HAuYMMas TEMaThKa IPOEKTOB U

MMPAKTHYCCKUX pa60T ITO3BOJIUT PCAJIN30BATDb BOCHHUTATEIIbHBIN IMOTCHIOUAJ IIPpOTpaMMBI.

HanpaB/jieHHOCTh IPOrpaMMbl: TEXHUYECKAS

3. AapecaTt nporpamMmmbi.

AgnpecaToM MporpaMMBbl SIBIIAIOTCS AETH B Bo3pacte oT 13 1o 17 ner.

Conepxanve U O0BEM CTapTOBBIX 3HAHWM, HEOOXOIMMBIX JII OCBOEHHUSA
MpPOrpaMMbl: 3HAHHUE YCTPOMCTBA IMEPCOHAIBHOTO KOMIIBIOTEpA, MPEICTABICHUE O
daiinoBeix cucremax, ymeHue ycraHoButh OC, co3gaBaTh M HACTpauBaTh yYETHBIE

3aI1nucu HOJ'IB3OB3T€J'I€IZ, 3HAaTb BHUABI CCTeﬁ, CCTECBLBIC TOIIOJIOTHH.

4. Cpok peanu3anuy NporpaMmabi:

Cpox peasi3anuu IporpaMmbl COCTaBIsAET 1 rom.

YPpoBeHb NPOrpamMMbl: TPOIBUHYTHIN

[Iporpamma mpearnosiaraer HCHOAB30BAHME M pealu3aluio Takux (opm
OpraHu3allid MaTepuayia, KOTOpbIE JOMYCKAlOT OCBOCHHE CHEIUATU3UPOBAHHBIX
3HAHWM U A3bIKA, TAPAHTUPOBAHHO 00ECTIEUYMBAIOT TPAHCIISIIIMIO OOIIEH M 1EJI0CTHOMN

KapTHHLBI B paMKax COACPIKATCIIbHO-TEMATUYCCKOI'O HAITPABJICHUA IMTPOT'PAMMBI.

5. @opma peasim3aluy NPOrpaMMbl.

dopma oOydeHUS — OUHAsI.

OOpa3zoBaTenbHbIe TEXHOJOTUU: WH(GOPMAIIMOHHBIE TEXHOJOTHHU, IMPOEKTHAs
TEXHOJIOTHS, 3I0pOBbecOeperarome TeXHOJIOTHH, TEXHOJIOTHS TTPOOJIEMHOT0 00yUCHHS.

dopma opraHu3aIdu COASPKaHUS U Mpollecca Meaarorndeckon IeITeIbHOCTH —
KOMILICKCHAS.

Tun opranuzamuu pabOThl yYUYEHHUKOB: TPYIOBas padoTa, WHAWUBUIYyalbHAS,
KOJIJICKTHBHAS.

BI/I)IBI 3aHITUU: JICKIIMHU M IIPAKTUYCCKHUEC 3aHATHA.
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Hanosansiemocts rpynnsi: ot 10 10 12 yenosek.

6. O0beM nporpamMmmbi:
O06beM nporpammsli: 144 yaca.
Pe:xxum 3amsiTmii: 2 — 3 pa3za B HeJeN0 IO 2 akaJeMUYECKHX Yaca.

[IponomxurensHOCTh Yaca — 40 MUHYT.

7. Heab nmporpammel:

[enpro mporpamMmsl sIBIsIETCS OPMUPOBAHUE HABBIKOB MPOJBUHYTOTO YPOBHS
10 00ECTIEYCHUIO 3aIIUTHI TAHHBIX, YCTAHOBKE M HACTPOMKE OTIEPAIIMOHHBIX CHCTEM JIJIS
pabouux CTaHIMi, a Takke (HopMUpOBaHHE TpeacTaBieHUus 00 MHTepHeTe Bemieil u
MOAX0/1aX K paboTe ¢ TAKUMHU CUCTEMAaMH.

8. 3agauu nporpamMmel.

[IporpamMma HampaBieHa Ha PENIEHUE CIEAYIOIMX 3a1ay:

OOGyuarornue:

—  chopMHpOBaTh 3HAHUS O KOMIIBIOTEPHON TEXHUKE, 00 apXUTEKType H
NpUHIUNAX paboThl ceTu MIHTEpHET U APYTrUX KOMIIBIOTEPHBIX CETEH;

- chopMupoBaTh 3HAHUS O NpUHIMNAX U cTpykType IP- ampecaruu, o0
apXUTEKType U MPHUHIUIAX PadOThl MApUIPYTU3ATOPOB U KOMMYTAaTOPOB B HEOOJBIITNX
CeTHX;

—  chopMHpoBaTh MOHUMAHUE HA3HAUYCHUS CEPBEPOB;

—  oOy4HTh HaBBIKAM COOpPKHM KOMITbIOTEpA M3 KOMIUICKTYIOIIUX W HaBBIKAM
paboThI C TEXHUYECKOM TOKYMEHTAIIUEH;

—  copMupoBaTh yMEHHE YCTaHABJIMBATh, HACTpauBaTh M OOCIYXUBATh
oreparmoHHbIe cucTeMbl ceMecTB Windows u Linux;

—  yCTaHaBIMBaTh JipaiiBepbl 00OPYIOBaHUSA, YINPABIATH yYETHHIMU
3alMCSIMU MOJI30BATENEH, YCTAHABIMBATD U YIAJIAThH IPUIIOKECHHUS.

PazBuBarorue:

— chopMHpOBaTh W Pa3BUTh HABBIKM IIOMCKA HEOOXOAMMON ydeOHOM

uH(popmanuu;
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- dbopMUpOBaTh yMEHHS aHATU3UPOBATH IOCTABICHHBIE 3a/]a4H.

- copMUPOBAaTh HABBIKM HHIWBHUIYaJbHOM W TPYNIOBON pabOTHI IS
pELIeHMs TOCTABJIEHHOM 3aJa4l U BO3HUKIIUX ITPOOJIEM.

BocnurarenbHsle:

- BOCIIUTATh TPYAOJI00UE, YIIOPCTBO U XKEIaHHE JOOUBATHCS MOCTABIEHHON
LEIIN;

- BOCIIUTaTh O€pex)HOE OTHOUICHHWE K OOOpYJAOBaHUI0 M TEXHUYECKUM
YCTPOMCTBAM.

—  CIOCOOCTBOBaTh YCBOCHMIO JIETbMHU 3HAHHWM, HOpPM, JyXOBHO —
HPABCTBEHHBIX LIEHHOCTEN, TPAAMIIMIA, KOTOpbIE BhIPAOOTANIO POCCHIICKOE OOIIECTBO
qyepe3 pean3altio TEMaTHIECKUX IPOEKTOB;

- (opMHpOBaTH M pPa3BUBATH JIMYHOCTHBIE OTHOLIEHUS K 3THUM HOpPMawm,
LHEHHOCTSIM U TPAJIULIUAM;

- CHOCOOCTBOBAaTh NPUOOPETEHUIO JETbMU COOTBETCTBYIOILEIO  ATHM
HOpPMAaM, LIEHHOCTSAM, TPAAMUIMSAM, COLMOKYJbTYPHOI'O ONbITa MOBEACHUS, OOIICHMS,
MEXJIMYHOCTHBIX U COLIMAIBHBIX OTHOIIEHHM, MPUMEHEHNS 3HAaHUM;

—  OCBOGHHME JETbMM TIOHATHUS O CBOE€M POCCUMCKOM  KYJIbTYPHOU
NPUHAIIIEKHOCTH (MIAEHTUYHOCTH ), STHUYECKOM, HALIMOHATIBbHOM MPUHA/JIEKHOCTH;

— 3HaHWE UCTOPUH U KYJIbTYPbl CBOETO HApOJla U YBAXKCHHUE K HUM;

- OpHEHTAalLlMs Ha CO3/IaHHE YCTOMYMBOM CEMBbHM Ha OCHOBE TPAJULMOHHBIX
CEMEMHBIX EHHOCTEN HapoaoB Poccuu;

- YCTaHOBKH Ha 3[I0POBbIN 00pa3 ®U3HU (PEKUM 3aHATUN U OTIbIXA);

— YBaKEHHE K TPYY, pe3yibTaTaM Tpyaa (CBOETro U IPYTUX JIOJEH);

— OpUEHTAllUS Ha OCO3HAHHBIM BBHIOOP cdepbl MPOohEeCcCHOHATBHBIX
MHTEPECOB, MPOPECCUOHANBHOM 1€ATEIbHOCTH;

— dopMHpOBaHKE TO3HABATEIbHBIX HWHTEPECOB B PA3NIMUHBIX 00JACTAX
3HAHWUM, NPEACTABICHUA O COBPEMEHHOM HAy4yHOW KapTUHE MUpPA, JOCTHUKEHUU

POCCUHCKON U MUPOBOM HAYKU U TEXHUKH;

JOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

roCYAAPCTBEHHOE ABTOHOMHOE MPO®ECCNOHAJIbHOE 09.01.25 14:31 (MSK) CepTudukar 87227E94F44D1274CA4008873B7C2D9913D3B630
OBPA30BATEJIbHOE YYPEXXAEHVME MYPMAHCKOW OBJIACTH [evictByeT c 27.05.24 no 20.08.25

"MYPMAHCKWUW KOJUIEQX 3KOHOMUKN U UH®OPMALIMOHHbIX

TEXHOJIOTMIA", Mankos Bsuecnas Banepbesny, [MpekTop




— MOHMMAaHNE 3HAYEHUS HAYKU U TEXHUKU B KU3HU POCCUIICKOTO 00IIECTBa;

- (¢opMupOBaHrE HABBHIKOB HAONIONCHUN, HAKOIUICHUS M CHCTEMaTH3alluu
(akTOB, OCMBICIIEHUSI ONBITA B Pa3HbIX OOJACTSAX IMO3HAHUSA, B HCCIEAOBATEIHCKOM
JEATEIIbHOCTH;

- (¢opMupoBaHHE HABBIKOB KPUTHYECKOTO MBIIIICHUS, OMpPEICICHNUs
JIOCTOBEPHOCTH HAy4yHOW HHGPOpMaud W OOOCHOBAHHOW KPUTUKH aHTHHAYYHBIX
MIPEICTABIICHHUI;

- BOCIIMTAHUE BOJM, YIOPCTBA, IUCHUIUIMHUPOBAHHOCTH B PpPEAIM3ALNU

IIPOEKTOB.

9. Il1anupyemMble pe3yJabTaThl 0CBOCHHUS MPOrPaAMMBI.

IIpeanmMeTHbIE PE3YJIbTATHI:

B pe3ynbTaTe 0CBOEHHUS MPOrpaMMBbl, ydaliuecs OyayT:

3HaTh:

—  chopmupoBaHO  mpelaCTaBIeHHME 00  yCTPOMCTBE  MEPCOHAIBHOIO
KOMIIBIOTEpA U MIPHUHIIUIIE €r0 PadOoTHI;

—  chOpMHpPOBAaHO MpPEACTABICHHE 00 ApXUTEKType W IMPUHLHUIAX PaOOTHI
CETEH U CETEBBIX MTPOTOKOJIOB;

—  copmMHpoBaHO MpeCTaBICHUE O pabOTe CEPBEPOB.

Ymersb:

—  YCTaHABJIMBATh U HACTPAaWBaTh MPHUKJIAJHOE MPOrpaMMHOE OOecreyeHue,
UCIOJIb30BaTh CUCTEMHOE IPOTPaMMHBIM 00€CIIEUEHHE;

—  yCTaHaBJIMBAaTh, HACTpaWBaTh U 00CTyXkuBaTh cepBepubie OC: Windows u
Linux.

—  cO3JaBaTh CKPUITHI IJIs1 HACTPOUKHU CHCTEMBI.

—  MPOW3BOJUTH AUATHOCTUKY U YCTPAHATh HEMCIPABHOCTH KaK amlmmapaTHOM,

TaK U MPOrpaMMHOM COCTABIIAIOLIEH.

Baaners:
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—  HaBBIKOM COOPKHM KOMIMBIOTEPA U3 KOMIUIEKTYIOIINX U HABBIKOM PabOTHI €

TEXHUYECKOU JTOKYMEHTAIIUEH.

MeTanpeaMeTHbI€ pe3YJbTAThI.

—  chopMHpPOBaHbI HABBIKY MOUCKA y4eOHON HHPOpMALIHH;

—  copmupoBaHO YMEHHE aHATU3UPOBATH IOCTABICHHBIC 3a/1a4H.

JIMUHOCTHBIE PE3YJbTATHI.

—  yMEHME peulaTh MOCTaBJICHHBIE 337a4 W BO3HUKAIOIIME MPOOJIEMBI IpU
pELICHUH 3THUX 3a/1a4;

—  BOCOUTaHUE TpYHOJtOOWs, YHNOpPCTBA U  JKEJIaHUs  J0OUBaThCS
IIOCTABJICHHOW LIETIN;

—  copmupoBaHO GEpekHOE OTHOLIEHHE K 00OPYJOBAHUIO M TEXHUUYECKUM
YCTPOWCTBaM;

—  chOpMHpOBaHbl HABBIKM WHAMBUAYAJBbHON M TPYNIOBOH paOOThI IS
pelIeHUs TOCTAaBJIEHHON 3a/1a4y U BO3HUKILIUX MIPOOJIEM;

—  YCBOCHHE 3HAHUU, HOPM, JYXOBHO — HPABCTBEHHBIX LICHHOCTEM, TPAAUIIUH,
KOTOpBI€ BBIPA0OTAJIO POCCHUUCKOE OOIIECTBO M HX TPAHCIAIUS B TEMaTUYECKHUX
IIPOEKTaX;

—  TIpUOOpEeTeHHE OETbMU COOTBETCTBYIOIIETO 3THUM HOpPMaM, LEHHOCTSIM,
TpaJMLIMsAM, COLUMOKYJIBTYPHOTO OIbITa IMOBEAEHUS, OOUIEHUS, MEXKIUYHOCTHBIX HU

COLMAJIbHBIX OTHOIICHUH, IPUMEHECHUS 3HAHUM.

10. ®opmbl npeacTaBjieHus pe3yabTaToB.

@dopmBbl aTTeCTalMU: HAOIIOJEHUE, ONPOC, JEMOHCTpALMs PELICHUs], TECTOBOE
3a/1aHuEe, IPAKTUYECKOE 3aJaHUE.

BxoaHOW KOHTPOJIb OCYILIECTBIIETCS B HA4alle peain3aliy porpaMmmel B hopme

6GCCI[I>I u Ha6J'IIOI[€HI/I$I N UMCCT JNAarHOCTHUYCCKHUE 3aJa4dl. L[GJ'H) BXOI[HOﬁ AUAarHOCTHUKU
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— 3a(MKCUPOBATh HAYAJILHBIN YPOBEHH TOITOTOBKU 00YYAIONINXCS, UMEIOIIUECS 3HAHMUSI,
YMEHHUSI U HABBIKH, CBSI3aHHBIE C TIPEACTOSIIEH NS TENLHOCTHIO.

HabGnronenue ocyniecTBiasieTcsi B TEUEHUE peaTnu3aliy MporpaMMBl.

[IpoMeXyTOUHBIA  KOHTPOJIb  OCYIIECTBISIETCA B  IHENSIX  JUATHOCTHUKH
TEOPETUYECKUX 3HAHUM M MPAKTHUYECKUX YMEHUW W HABBIKOB [0 UTOTaM OCBOCHUS
OJIHOTO U3 pazzesoB Kypca. [IpoBoautcs B popme TecTUpOBaHMS.

NTOroBbIil KOHTPOJIb MPOBOJUTCS C LIEIbIO ONMPEICICHUS] CTENEHU JOCTUKEHUS
pe3yabTaTOB OOYYEHHS U MOJIYYCHHS CBEJICHUMN ISl COBEPILIEHCTBOBAHMS IPOTPAMMBI U
METO/IOB O0y4YeHHUS — MPEACTABISACT U3 CceOs BBIMOTHEHUE W 3aIUTY MPAKTUYCCKOTO
3a/1aHusl.

HeotaenumMoit yacTbio 00pa3oBaTEIHLHOTO MPOIlecca SABISETCS BOCIUTATEIbHBIMN
npouecc. AHanu3 pe3yibTaTOB BOCHUTAHUS MPOBOAUTCS B MPOLIECCE MEIArOTHYECKOTO
HAOJNIOZICHUST 3a TOBEJCHHUEM JIeTei, OOIlIeHHeM JeTe Jpyr ¢ Jpyrom, C
MpErnoJIaBaTeNisiMU, PEIICHHEM TIOCTABJIICHHBIX 3a7a4, OOCYXKICHUEM MPEAMETHBIX
obJyactel JyIsl peaiv3alid MporpaMMHBIX Tpuiiokenuil. [Ipu 3aBepiieHun mporpaMmbl
MPOBOJIUTCS OIEHKA JIMYHOCTHBIX KauyeCTB, OTHOIIEHUSA K MpoOiemMaM COBPEMEHHOTO
o0111eCTBa IPH 3aIUTE UHIAUBUIYTHHBIX MPOEKTOB.

AHalN3 pe3ysbTaTOB BOCIUTAHUS 110 IPOrpaMMe MPEayCMaTPUBAET MOIYUYEHHE
OOIIIEr0 TPEACTABJICHUS] O BOCHUTATEIBHBIX PE3yJbTaTaX peaju3alyd MPOTPaMMBI,
MPOJIBUKEHUSI B JIOCTHXKEHUM OIPENENICHHBIX B MpOorpamMMe IIeJIEBBIX OPUEHTHUPOB
BOCIIMTAHUS, BIIMSIHUE PeaTU3alliu MPOrpaMMbl Ha TpyIly. Pe3ynbTaThl, OJIy4eHHBIE B
XO0JIe OIICHOYHBIX MPOLEAYpP, HCIOJB3YIOTCS TOJBKO B BHUJE arperupoBaHHBIX
YCpEAHEHHBIX, aHOHUMHBIX JIAHHBIX.

11. Ouenounbie MaTepuabl, GopMUPYIOLIHE CHCTEMY OLEHUBAHUS

BxoaHoil KOHTPOJIb OCYIIECTBIISIETCS B Hauajie peaju3alli MporpamMMbl B
dbopme Oecenpl W HAOMIOJAEHUS W MMEET JUArHocThyeckue 3anayu. llemp BxomHOM
JMArHOCTUKN — 3a(UKCHUPOBATh HAYaJIbHBIA YPOBEHBb MOJTOTOBKH OOYYAIOIIMXCH,

HMCIOIIUCECA 3HAHUA, YMCHHA N HABbIKH, CBA3AHHBIC C HpeIICTOHH_[eﬁ ACATCIIBHOCTBIO.
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I[IpomexyTOUYHBIH KOHTPOJIb TMPOBOAUTCS B (GopMe TECTHUPOBAHUS.
[IpumepHBbIli BapHaHT TECTUPOBAHMS IMPOMEKYTOUYHOIO KOHTPOJS MPEJCTABIEH B
MPUJIOKEHUH 1.

MaxkcumanbpHOe KonndecTBO 6amioB — 30, B TOM 4HCIIe: 32 KaXAbli MPaBUIbHO
HACTPOEHHBIHN 3J1eMEHT — 1 a1 (Bcero — 28 6aiioB), 3a NPaBUIILHO MOCTPOEHHYIO CXEMY
- 2 bainna.

Bricokuii ypoBeHb — yuamuiicss Habpan He MeHee 25 0allJIoB 0 UTOraM 3allUThl
IIPOEKTA.

Cpennuil ypoBeHb — yuaiuiicss HaOpan ot 15 1o 24 6amioB Mo UTOram 3allUTh
IIPOEKTA.

Huzkuii ypoBeHb — yuanuiics HaOpas MmeHnee 7-14 6anios.

HNToroBplii KOHTPOJIb TIPEACTABIACT W3 ce0s BBINOJIHEHHE U 3allUTy
MPAKTUYECKOTO 3amaHus. [IpuMepHBI BapuaHT WUTOTOBOTO 3a/JaHHS TPEACTABICH B
MPUIIOKEHUH 2.

MakcuMalbHbIN 0ast 3a uToroBoe 3aaanue: 40 6amios.

OreHBaHKUE TECTUPOBAHUS OCYIIECTBIISCTCS O CICTYIONTUM YPOBHSIM:

—  BBICOKMH YpOBEHb — yuaiuiics HaOpan He meHee 80% OT MakCHMajIbHO
BO3MOYKHOTO KOJTM4ecTBa 0amioB (0T 32 O6aioB).

—  cpenHul ypoBeHb — ydaimuiics HaOpan He MeHee 50% oT MakcuMaiabHO
BO3MOXHOTO KosimuecTBa 0amioB (ot 20 6amioB).

—  HU3KUH ypoBeHb — ywaniuiics HaOpan menee 50% OT MakCHMaIbHO

BO3MOXKHOTO KojaudecTBa 0amioB (MeHee 20 6amioB).

OO0muMu KpUTEPUSIMHU OLEHKH PE3YJIbTATUBHOCTH OOYUCHHUS SIBISIOTCS:
- OIICHKA YPOBHS TEOPETUYECKUX 3HAHUU: CBOOOJIa BOCTIPUITHS TEOPETUIECKOM
nH(pOpMaIu, OCMBICJIEHHOCTh U CBOOO/Ia UCTIOJIb30BAHUSI CIICIIMATIbHON TEPMUHOJIOTHH,

CBO6OI[a OpUCHTAlINH B TCOPCTUYCCKOM MATCPHUAJIC,
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- OLIEHKA YPOBHSI MPAKTUYECKOW MOATOTOBKHU: COOTBETCTBHUE PA3BUTHUSI YPOBHS
MPAKTUUYECKUX YMEHUN U HABBIKOB MPOrPAMMHBIM TpeOOBaHMSAM, CBOOO/A BIAJCHUS
CHelMaibHbIM 000PYIOBAHUEM U OCHAIIICHUEM;

- OLICHKA YPOBHSI JJOCTH>KEHUSI INYHOCTHBIX PE3YJIHTATOB: KYJIbTYpa OpraHu3auu
CaMOCTOATENbHON JEATENBHOCTH, KYJIbTypa paboThl ¢ MH(POPMALIUEH, aKKypaTHOCTh U
OTBETCTBEHHOCTH MpHU padboTe;

- YpOBEHBb C(HOPMHUPOBAHHOCTH COIMMMOKYIIHTYPHOTO OITBITA MIOBEICHUS, KYJIbTYPHI
OOIIEHUS, MEKJIMYHOCTHBIX M COLMAIBbHBIX OTHOLIECHUM, MPUMEHEHUsI 3HAHUU HOPM,
JIyXOBHO — HPABCTBEHHBIX IIEHHOCTEH, Tpaaulluid, KOTOPBHIE BBIPAOOTAIIO POCCUHCKOE
OOLIECTBO.

OuneHka MTOroOBBIX Pe3yJbTATOB OCBOCHHUS MPOTPAMMbl OCYIIECTBIIAECTCS IO
TPEM YPOBHSIM:

Bricokuii ypoBeHb — noctmxenue 80- 100% nokazaresneil 0CBOEHUS IPOrPaMMBI.

Cpennuii ypoBeHb — aoctuxenue 50- 79% nokaszaresieil 0CBOCHUS TPOTPAMMBI.

Huszkunii ypoBeHp - poctmxenue MeHee dyeM S50% mnoxaszareneil OCBOCHHS
POTrPaMMBl.

JloCcTUTHYThIE O0YyYaIOIIMMCS 3HaHUSI, YMEHUS U HaBBIKU 3aHOCSITCS B CBOJIHYIO

Ta0JIHILY PEe3yJIbTaTOB 00YUYEHUSI.

Ouenka ypoBHeil 0CBOEHHS TPOrPaAMMBbI

YpoBHH ITapameTpsl ITokazarenun
Beicoxnit | Teopetnueckue OcBow MaTepuai B MOJTHOM 00beMe: OCHOBHBIE COCTABIISAIOIINE
YPOBEHb 3HAHMUS. UCTOJIb3yeMOr0 POOOTOTEXHUYECKOT0 HabOPa; OCHOBHBIE
(80-100%) IPUHIUITB pA0OTHI C POOOTOTEXHUYCCKHUMHU DJIEMEHTAMHU;
OCHOBHBIE HaIIPABJICHUS Pa3BUTHS POOOTOTEXHUKH.
[IpakTruueckue YMeer cobroaaTh TEXHUKY 0€3011aCHOCTH; COOpaTh

YMEHUS M HaBBIKM | MEXaHNW3M/po0OTa Ha 33JJaHHYIO0 TEMAaTHUKY; COCTaBUTh
nporpaMMmy Juis yrpasieHus podorom. TpynHocrelt He

UCIIBITBIBACT.
JInunocTHBIE OO0yyaronuiicst yCTAaHOBUJI KOHTAKT C OJIHOTPYIITHUKAMHU, HE
pe3ynbTaThl KOH(IMKTYET C TOBapHILAMH, COOIIOIaeT HOPMBI OOIIEHUS,

JIEMOHCTPHUPYET 3HAaHHE HOPM, TyXOBHO — HPABCTBEHHBIX
LIEHHOCTEH, TPaULIUN

Cpennuii | Teopetuueckue VYyamuiics ocBons 0a30Bble 3HAHUS, OPUEHTUPYETCS B
YPOBEHb | 3HaHUS. COJIEp’)KaHUU MaTepuala 1o TEMaM, 3HaeT OCHOBHBIE
JIOKYMEHT MOAMUCAH SMTEKTPOHHOM NMOAMUCHIO
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(50-79%)

COCTABJISFOIIME UCTIONB3yEeMOTr0 pOOOTOTEXHIHUECKOT0 Habopa;
OCHOBHBIE IPUHIIUIIBI PA0OTHI ¢ pOOOTOTEXHUUECKUMHU
3JIEMEHTaMH; OCHOBHBIEC HAIPABICHUS PA3BUTHSA
POOOTOTEXHUKHU. HHOTIa 00palaeTcs 3a MOMOILBIO K MEarory.

[IpakTnueckue
YMEHUS U HABBIKH

YMeer cobir01aTh TEXHUKY O€30I1aCHOCTH; COOpaTh
MeXaHU3M/poO0Ta Ha 33JaHHYIO0 TEMATUKY; COCTaBUTh
pOTpaMMy JUIsl YIIPaBJICHUsT pOOOTOM.

B pabote momyckaet HEOpEKHOCTD, IeTACT OMMOKH, HO MOXKET
YCTPAHUTH MX TIOCJIC HABOISIINX BOIIPOCOB MU
CaMOCTOSITENTBHO.

JInunoCTHBIE OOyuarouuiics ycTaHOBUJ KOHTAKT € PSJIOM OJXHOTPYIITHUKOB,
pe3yIbTaThl BO3MOYKHBI €IMHUYHBIE KOH(DIUKTHI, B IEJIOM COOII0aeT HOPMBI
0OI1eHNs, OJHAKO UCIIBITHIBAET HE3HAUYUTEIbHBIE CIIOKHOCTH B
OCYIIECTBJIEHUY KOMMYHUKAIIUU C TIEArOTOM U CBEPCTHUKAMHM.
Oco03Ha€ET 3HaYNMOCTb TyXOBHO — HPABCTBEHHBIX LIECHHOCTEH, HO
HE BCEr/1a MCIIOJIb3YET 9TO 3HAHUE B TBOPUECKOU JESATEIbHOCTH.
Huskui Teopernueckue Brnaneer MUHUMAaNbHBIMU 3HAaHUSIMU, OPUEHTUPYETCS B
YpOBEHb | 3HaHUA. COJEpKAHNUU MaTepHaa 1o TeMaM TOJIbKO C OMOILBIO
(MeHb11IE nejarora.
50%) [TpakTnueckue Brnaneer MuHUManbHBIMU HayaJlbHBIMU HaBBIKAMH.
YMEHUS M HaBbIKM | Yyauuiics criocoOeH BBIIOIHATH ONEPALUHU TOIBKO C
IIOZICKA3KO0M meaarora uiy Topapuinei. He Bcerna npaBuibHO
HIpUMEHSeT He00XO0AUMBIA UHCTPYMEHT WJIM Ha UCHOJIb3YET
BOoBce. B pabote nomyckaer rpyobie ommOKu, HE MOXKET UX
HAUTH UX JAXKE N0CIE YKa3aHMUsl.
JInuHocTHBIE OOyuatomuiicss KOHQIMKTEH, HapylmiaeT HOPMBI OOLICHHUS.
pe3yJIbTaThl HcnpIThIBAaCT 3HAUNTEIbHBIE CII0KHOCTH B OCYILLIECTBICHUU
KOMMYHHUKAIIUH C [I€aroromM 1 ceepcTHukamMu. Oco3Haér
3HaYUMOCTb JyXOBHO — HPaBCTBEHHBIX LICHHOCTEH, HO HE
UCIOJIB3YET 3TO 3HAHUE B TBOPUYECKOH JIEATEIbHOCTH.
CBoaHasi Ta0uIa pe3yJIbTaTOB 00y4eHHS 10 MPOrpamMMme
OueHka
Ne Damunus, UM Ouenia TPAKTHHCCRHIX JImunoctHele | Mtorosas
TEOPETUYECKUX | YMEHUH U HaBBIKOB
n/m o0yyaroIerocs N pE3yabTaThI OLICHKA
3HaHUHN (mpeAMETHBIX U
MeTaIpeIMETHbIX)
1.
AHAJIM3 TUATHOCTHYECKON PadoThI
KonnuecTBo 06ydaromumxcst 1o CIucKy
KonnyecTBo BHINOIHSBIIUX paboTy
«BBICOKUI YPOBEHbY
KomnuectBo | «CpenHuil ypOBEHB)
«Hu3kuil ypoBeHb»
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YUEBHBIN ILIAH

Ne HasBanue paznenos, TeMm KomnuecTBo yacos ®opmMma
n/n Bcero | Teopus | IIpakTuka aTTecTalm/
KOHTPOJIS
DTHYECKHUE acTIeKThI MPO(heCCUOHATBHOMN becena,
1 JeSITeIbHOCTH CUCTEMHOTO 2 2 0 HaOro1eHne
aJIMHHHCTpaTOpAa.
OHepreTryeckas 0€30MacHOCTb Habmonenue
5 nH(GOPMaLMOHHBIX cucTeM. McTouHuKI 5 5 0
' OecriepeOONHOro MUTAHUS.
ApXHUTEKTypa COBPEMEHHBIX Habmonenue
3. 2 2 0
nporeccopoB. ARM u x86.
4, Pa6ora ¢ BIOS/UEFI. Boccranosnenue 4 2 2 [TpakTrueckoe
MIOBPEKIEHHON ITPOIINBKHU. 3a7aHue
5. YCeTpoiicTBO U MPUHIIUT PaOOTHI 4 2 2 JeMoHcTpanus
KoMMyTaTopoB L2 u L3 paznuyHbix pelieHus
BEH/IOPOB
6. YCTpoicTBO U TPUHLIMI PAOOTHI 6 2 4 [IpakTHueckoe
(aiipBOIJUIOB pa3IMYHBIX BEHIOPOB 3aJ1aHKe
7. JlnarHocTuka ceTu 4 2 2 [TpakTHueckoe
3aJjaHKe
8. Buptyanuzanus KVM 6 3 3 [TpakTHueckoe
3aJ1aHKe
9. [TpomexyTouHas aTTecTanus 2 0 2 TecroBoe
3aJ1aHue
10. [IndpoBanue TaHHBIX 4 2 2 HaGmronenue
11. | Texnonorus VLAN 4 1 3 Habmonenue
12. | Ilepecbopka simpa Linux 6 2 4 [TpakTueckoe
3aJlaHue
13. | IlonxydeHnue uHdpopManum o cucTeme. 6 2 4 Habmronenue
NMAP. banuepsi.
14. | PerynspHble BbIpaXXeHUs 4 2 2 Habmronenue
15. Vel sed u awk 2 1 1 HaOimronenue
16. | Hacrpoiika NAS 4 2 2 [TpakTyeckoe
3aJjaHKe
17. | Hacrpoiika cepBepa BpeMeHH. 2 1 1 JemoHcTpanus
peLeHHs
18. | Urenwue u aHamu3 goros Linux 4 5 5 JlemoHCTpanus
peneHust
19. DNS-cepsep BIND 6 3 3 [IpakTuueckas
paborta
20 B_OCCTaHOBJIeHHe paboTOCTIOCOOHOCTH 2 1 1 [TpakTrueckas
' Linux. paborta
21. [Ipoext SAMBA. Co3nanue o0rux 2 1 1 [IpakTuueckas
TMaroK. paborta
14
[IOKYMEHT MOATMWUCAH 3/TIEKTPOHHOI NOANMCHIO
rocyaAAPCTBEHHOE ABTOHOMHOE NPO®ECCUOHAJIbHOE 09.01.25 14:31 (MSK) Ceptudukat 87227E94F44D1274CA4008873B7C2D9913D3B630
OBPA30BATEJIbHOE YYPEXXAEHUE MYPMAHCKOMW OBJIACTU [evictByeT c 27.05.24 no 20.08.25

"MYPMAHCKKIVI KONNEMK 3KOHOMUKN U UH®OPMALIMOHHbBIX
TEXHOJIOTMWN", MankoB Bsyecnas BanepbeBuy, [Inpektop




22. | IIpoext OPENVPN. Coznanue 2 1 1 [TpakTuueckas
BUPTYaJIbHON YaCTHOM CETH. pabota
23. | PerynsapHsbie BbIpaKeHUSI. 2 1 1 [TpakTrueckas
pabora
24. OpenSSH. VY nanéuneiii gocTym. 4 2 2 [TpakTrueckas
TyHHenupoBaHue. pabota
25. | Ilpo3pauHblii MPOKCH HA IPUMEpE 4 2 2 [TpakTrueckas
SQUID pabota
26. Cpenpl nnepenaun JaHHbIX. OCHOBBI 4 2 2 [TpakTrueckas
0ecIIpoOBOIHOM CBSI3H. pabota
27. | O630p Bo3moxHOCTeH RouterOS v6 4 2 2 [TpakTrueckas
pabora
28. | Hacrpoiika 6ecripoBOJIHOM CETH Ha 2 1 1 [IpakTuueckas
RouterOS. paborta
29. | Texnonorus WDS 4 2 2 [TpakTrueckas
pabora
30. | Ilpuopuresamnus Tpaduka. 4 2 2 [TpakTuueckas
pabora
31. | Yruiaura mdadm. I[Iporpammusie RAID- 4 2 2 [IpakTuueckas
MaCCHBBI. pabora
32. | YcraHoBKa U HacCTpoiKa pabouero Mecra 6 0 6 [IpakTuueckas
anmuHKCTpaTopa Ha 6aze OC Linux. paboTta
33. | Bugeonabironenue. 6 2 4 [TpakTuyeckas
pabora
34. Bash: 1ukiib1, BeTBICHNE, HHCTPYKITHSI 6 2 4 [IpakTuueckas
read. pabora
35. | BeImonHeHue NpakTHYECKOTO 3aJaHuUs. 4 0 4 [TpakTuyeckas
pabora
36. | Hacrpoiika JIBC paznuunoro tuna (1o 10 0 10 Brinonnenue n
oueram) 3almTa
HUTOrOBOM
paboThI
Hroro 144 58 86
15
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COAEPXKXAHHUE YYEBHO-TEMATHYECKOI'O IIVTAHA

1. JTHYeCcKHe ACNEeKThl MPO(ecCHOHAIBHON JesiTeJIbHOCTH CUCTEMHOIO
aJIMMHHMCTPATOpA.

Teopus (2 yaca). OTBETCTBEHHOCTh, MOPAJIbHO-3TUYECKUE W TPABOBBIE HOPMBI
po(hecCHOHANBEHOM e TEIbHOCTH CUCTEMHOTO a]MUHICTPATOPA.

2. JHepreTnyecKas 0€e30MacHOCTh HH(POPMAIIMOHHBIX CHCTEM.
HcTrounuku 0ecnnepe0OMHOro NUTaHUA. (meopus- 2 uaca)

Teopusa: 3nauenue OecriepeboiitHoro snekTpocHadxkenuss MC. 3HaKoMCTBO C
paznuunbiMu Bugamu UBIT u ctabummsatopos.

3. ApXuTeKTypa coBpeMeHHbIX mnpoueccopoB. ARM u x86. (meopus- 2
uaca)

Teopus: DBOJIIOIMSA MPOLECCOPOB, X YCTPOMCTBO, OCHOBHBIE MapaMmeTpsl. JlBa
MOJIX0/1a K MPOU3BOJICTBY IpoLIEcCOpa.

4, Pagora ¢ BIOS/UEFI. BoccraHoB/ieHHe NMOBPEXKIEHHOH NMPOMIMBKH.
(meopusi- 2 yaca, npakmuxa- 2 uaca)

Teopus: 3naucane BIOS/UEFI B pabote koMmbiorepa. OCHOBHBIC TTApaMETPhI.

[Ipaktuka: HacTpoiika pa3nu4HbIX pe:KUMOB padoThl. BoccTaHOBIEHUE MTPOIIMBKA
C IOMOIIIBIO MPOTPaMMaTopa.

S. YcrpoiicTBO M NpUHIUN PadoThl KOMMYTAaTopoB L2 u L3 pasanyHbIx
BEH0POB (meopusi- 2 uaca, npakmuxa- 2 4aca)

Teopusa: Kommyranus cerert. MapuipyTtusanus CETeu.

[IpakTuka: PaboTa c koOMMyTaTopaMu U MapuIpyTu3aTopamu

6. YcrpoiictBo ¥ npuHmun  padorel  (aiipBoIOB  pa3IMYHBIX
NPOM3BOAUTENIEH. (meopus- 2 yaca, npakmuka- 4 uaca)

Teopus: Ilytu peanuzaruu ¢aipsoa.

[IpakTuka: YopaBiaeHue GpaipBoiIoM, peaii30BaHHBIM B YCTPOUCTBAX Pa3IMUYHBIX
ITPOU3BOJUTEIIEH.

1. JInarHoCTHKA CeTH (meopus- 2 uaca, npakmuka- 2 yaca)

Teopus: 3nakomcTBo ¢ Cisco Packet Tracer.

[TpakTuka: I[IpoBenenne nuarHoctuku cereBor mHMpacTpykTypbl B Cisco Packet
Tracer.

8. Bupryanusanusa KVM (meopus- 3 yaca, npaxmuxa- 3 uaca)

Teopus: Bupryanuzanus KVM B LinuX. [IpeumyiiiectBa 1 HEOCTaTKH.

[Ipaktuka: Coznanue u HacTpoika BUpTyanbHOU Mamabel KVM.

Q. IMpome:xkyTouHas arrecraums (npaxmuka- 2 waca)
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IIpakTtuka: Pemienue tectupoBanust

10. IudpoBanue aHHBIX. (meopus - 2 yaca, npakmuka- 2 yaca)

Teopus: Metopl U anropuTMbl IIUGPOBAHUS.

[Mpaktuka: mumdpoBaHne U  pacMPpPOBKA  pa3IMYHOM  HHOpMALHU.
Hcnonb30BaHue X31IEH.

11. Texnosoruss VLAN. (meopus - 1 uaca, npaxmuxa- 3 uaca)

Teopus: Ucnions3oBanue VLAN.

[Ipaktuka: Ilocrpoenue cetn VLAN.

12, Ilepecoopka siapa LinuX. (meopus - 2 uaca, npakmuxa - 4 uaca)

Teopus: SAnpo Linux. Lemn u cmbicn epecOopku. [Tyt peann3amnmy.

[TpakTuka: ITepecbopka sapa Ubuntu 20.04

13. Ioayuenne nndpopmauuu o cucreme. NMAP. bBauunepsl. (meopus - 2
yaca, npakmuka - 4 yaca)

Teopus: IlyTu u 3agaun noaydyeHus HHPOPMALIUU O CUCTEME.

[Ipaktuka: [IpakTudeckas peanuzanus Moxy4eHus: HHGOpMaIiu.

14, Peryasipubie Boipa:kenus (meopus - 2 uaca, npakmuka - 2 uaca)

Teopus: PerynsipHbie BbIpakeHUsI, 00J1aCTU UX MTPUMEHECHHUS.

[IpakTuka: IIppumMeHeHne perynsipHbIX BBIPAKECHUAMN.

15. Yruaurel sed u awk. (meopus - 1 waca, npakmuxa - 1 uaca)

Teopus: Y TUnuTel, UX apameTpsl U IPUMEHEHUE.

[Ipaktuka: Mcnonb3oBaHuE TaHHBIX YTUIIHT.

16. Hacrpoiika NAS. (meopus - 2 uaca, npakmuka - 2 uaca)

Teopus: Peanuzarus u Hactporika NAS.

[IpakTuka: PaGoTa c ceTeBbIMU XpaHUIUIIIAMHU.

17. Hacrpoiika cepBepa BpeMeHuM. (meopus - 2 yaca, npakmuxa - 1 yaca)

Teopus: Otanon Bpemenu. CepBepa BpEMEHH.

[IpakTuka: HacTtpolika KiIIMEHTa U cEpBEpa BPEMEHU.

18. YrteHue u aHA U3 JoroB LinuX. (meopus - 1 uaca, npaxmuxa - 1 uaca)

Teopus: JlorupoBanue coObITHI. BaXHOCTH CBOEBPEMEHHOTO pearupOBaHMUS.

[Ipaktuka: HacTpolika 1 yTeHUE pa3IMYHbIX COOBITUM.

19. DNS-cepBep BIND. (meopus -3 uaca, npaxmuxa - 3 uaca)

Teopusi: Kondurypuposanue cooctBeHHoro ceppepa umén BIND.

[Ipaktuka: Kondpurypupoanue cooctBennoro cepsepa umeén BIND.

20. BoccranoBienne padorocnocoonocru Linux. (meopus 1 wac, npakmuxa
- 1 yac)

Teopus: M3yuenune npuuud cOoeB LiNUX 1 METOJ0OB MX YCTPaHECHHUS
17

JOKYMEHT MOZMUCAH SMEKTPOHHOM MOAMUCHIO

roCYAAPCTBEHHOE ABTOHOMHOE MPO®ECCNOHAJIbHOE 09.01.25 14:31 (MSK) CepTudukar 87227E94F44D1274CA4008873B7C2D9913D3B630
OBPA30BATEJIbHOE YYPEXXAEHVME MYPMAHCKOW OBJIACTH [evictByeT c 27.05.24 no 20.08.25

"MYPMAHCKWUW KOJUIEQX 3KOHOMUKN U UH®OPMALIMOHHbIX

TEXHOJIOTMIA", Mankos Bsuecnas Banepbesny, [MpekTop




IIpakTuka: BoccraHoBiIeHUE ONIEPALIMOHHON CUCTEMBL.

21. IIpoext SAMBA. Co3nanue o0mux nanok. (meopus - 1 waca, npaxmuxa
- 1 waca)

Teopus: O630p Bo3MOKHOCTEH cepBepa Samba

[IpakTuka: YcTaHoBKa ¥ KOH(UTypaius cepBepa Samba.

22, Ipoext OPENVPN. Co3nanue BUPTYaabHOIi YacTHOi ceTu (meopus -
1 uaca, npakmuxa - 1 uaca)

Teopus: U3yuenue Bo3moxkaocteit OpenVPN.

[Ipaktuka: YcranoBka u HacTpoiika OpenVPN.

23. OpenSSH. Yaanénublii nocryn. TynHeaupoBanue. (meopus - 1 uaca,
npakmuxa - 1 uaca)

Teopus: Paznuunbie koHduryparuu cepsepa OpenSSH.

[Ipaktuka: Hactpoiika kinueHTa u cepepa OpenSSH.

24, Ipo3paunsiii npokcu Ha npumepe SQUID (meopus - 2 uaca, npaxmuxa
- 2 waca)

Teopust: CMbICT UCTIOIB30BAHUS TPO3PAUYHOTO MPOKCH. METOIBI peaTn3ali.

[Ipaktuka: YcranoBka u HacTpoiika cepsepa SQUID B npo3pauHom pexume.

25. Cpenbl nepenauu 1aHHbIX. OCHOBBI 0eCTIPOBOAHOI cBA3U. (meopus - 2
yaca, npakmuka - 2 yaca)

Teopus: O030p pa3nMUHBIX Cpel MepeaadH.

[Ipaktuka: Hactpolika Touku gocrymna.

26. 00630p Bo3moxkHOcTel RouterOS V6. (meopus - 2 waca, npakmuka - 2
yaca)

Teopus: O630p Bo3moxkHOCTel RouterOS V6.

[Ipaktuka: Hauanbnast nHactpoiika RouterOS vo6.

27. Hacrpoiika oecnipoBoanoii cerm Ha RouterOS. (meopus - 2 uaca,
npakmuka - 2 yaca)

Teopwust: Paznuanbie MeTOABI peanu3aiii OecripoBoaHOM cet Ha RouterOS.

[Ipaktuka: Hactpoiika coOcTBeHHOM O6ecripoBoaHOM ceTr Ha RouterOS.

28. Texnonorusa WDS (meopus - 1 waca, npaxmuxa - 1 uaca)
Teopus: Metosbl pacipeHus 30HbI OECTIPOBOAHOTO JTOCTYTIA.
[Ipaktuka: Hactpoiika WDS.

29. Ipuopuresauus tpapuka. (meopus - 2 uaca, npakmuxa - 2 4aca)
Teopus: O030p OCHOBHBIX METOJIOB IPUOPUTE3ALINU TpaduKa.
[Ipaktuka: HacTpolika 1 KOHTpOJIb MpUOpUTETa TpaduKa.
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30. Yruaura mdadm. Iporpammusie RAID-maceuBsbl. (meopus - 2 uaca,
npakmuka — 2 uaca)

Teopus: Otnuune NporpaMMHBIX U anmapatHbix peanu3anuii RAID.

[TpaxTuka: Hactpoiika mdadm.

31. YcranoBka u HacTpoiika padodero Mecra aJMHUHHCTPaTopa Ha 0a3se
OC Linux (mpaxmuxa - 2 uaca)

IIpakrtuka: [ToctaHoBKa 3a1a4u.

32. Buneonatdmonenne. (meopus — 2 waca, npakmuxa - 2 uaca)

Teopus: Metojpl peanu3anuu BUI€OHAOIIOICHUS.

[Ipaktuka: Hactpolika |P-kamepsl.

33. Bash: mmkabl, BerBienme, mHcTpykunms read. (meopus - 2 uaca,
npakmuxa — 4 uaca)

Teopus: O030p HHCTPYKIIHIA.

[Mpaktuka: Coznanue ckpumtoB bash.

34. BoinosiHeHHe paKTHYeCKOro 3aaanus. (meopus - 2 uaca, npakmuxa — 4
uaca)

Teopus: ABToMartuzaius paboThl ¢ cepBucamu Linux mpu momoru ckpuntoB Bash.

[paktuka: Coznanue 6a30BbIX cKpurtoB Bash.

35. BoinosiHeHHe MPAKTUYECKOT0 3aaHus. (npakmuka - 4 uaca)

[TpakTuka: Co3manue Bash-ckpurToB ajis pa3InyHbIX 3a/1a4.

36. IOmyJasinus cepBepa Ha 0a3e NpoiiieHHOro Kypcea (npaxmuxa - 10 vaca)

[Ipaktuka: VYcrtaHoBka u 0a30Bas HAcTpoOilka OCHOBHBIX cCiyx0. HMtorosas
KOMILIEKCHasi paboTa(TecToBOE 3aj7aHue), BKIOYAMOIIAs B ce0S BECh MPOMICHHBIM
MaTepua.
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KOMILIEKC OPTAHU3AIIMOHHO-TIEJATOTMYECKHX YCJIOBUM

MarepuajbHO-TEXHHYECKOE O0ecreyeHue

PaGouee mecTo yyammxcs (1 MecTo Ha 2 yyanuxcs):

—  HOYTOYK, KOMIIbIOTE€pPHAsI MbIIIIb;

—  obOxuMmHO# mHCTpyMeHT mon RJ-45, xonnekropsl RJ-45, oTBépTKa, BUTas
napa;

—  MapuipyTU3aTop, KOMMyTaTop;

—  CHCTEMHBIM OJIOK B cOOpe C KOMIUICKTYIONTUMHU (MaTEepWHCKas IjIaTa,
BHJICOKApTa, CeTeBas KapTa, OJIOK MUTAHUA U T. J.) A1 COOpPKH \ pa300pKHu.

Pabouee mecTo nmpenogaBaTeis:

—  HOYTOYK, KOMITbIOTE€pPHAS MBIIIIb;

—  TIpUHTEp;

—  MYJIBTUMEIHMIHOE YCTPOMCTBO.

IIporpamMmmMHoe o0ecniedeHue:
- cpenctBo Buptyanusaimu (VMware Workstation / MS Hyper-V / VirtualBox),
- MS Office / LibreOffise

MeTtoaunueckoe odecneyeHue MpoOrpaMMmsl

MeTtoJibl O0OVYEHUS:

—  OOBSICHUTEJILHO-UILTIOCTPATUBHBIN (Oecenbl, 00bSICHEHUS, TUCKYCCUN);

—  PENpOAYKTUBHBIA (ESITEIBHOCTh OO0Yy4aeMbIX HOCHUT aJTOPUTMHUYECKUI
XapakTep, BHIMOJHICTCA M0 UHCTPYKIIUSAM, MPEANUCAHUSAM, MPaBUJiaM B aHAJIOTUYHBIX,
CXOJHBIX C TOKa3aHHBIM 00pa3IOM CUTYyalUsIX);

—  METOJ MPOOJIEMHOT0 U3JIOKEHUS,

—  IBPUCTHYECKHUH (METOJ 00yUYeHHUS 3aKIII0YaeTCs B OpraHU3aIi aKTUBHOTO
MIOVICKA PEIICHUS BEIIBUHYTHIX B 00y4EHUU (UM CAaMOCTOSATEIHLHO CHOPMYIUPOBAHHBIX )

IMMO3HABATCJIbHLIX 3aaa4 B XO0AC IMOATOTOBKH U pC€aJIn3allv TBOPUCCKUX HpOCKTOB);

— UCCIIEeI0BATEIILCKUM.
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HGI[aFOFI/I‘-IeCKI/Ie TCXHOJIOTHMH. I/IH(l)OpMaHI/IOHHI)IC TCXHOJIOTMHU, IPOCKTHAA

TEXHOJIOTHsI, 3J0POBhECOEpEraroIre TeEXHOJIOTUH, TEXHOJIOTHS MPOOJIEMHOT0 O0yUeHUSI.

B mporecce oOydenwms, ydamiuecs padortaror ¢ nporpammamu MS Office /
LibreOffice, cpencrBamu Bupryammzamum: VMware Workstation / MS Hyper-V /
VirtualBox.

[IpoekTHass TEXHOJOTHsI aeT BO3MOXKHOCTH CAMOCTOSITEIPHO KOHCTPYHPOBAThH
CBOM 3HAHUS, OPUEHTHUPOBATHCS B HMHPOPMAIIMOHHOM MPOCTPAHCTBE, pPa3BUBAET
KPUTHYECKOE W TBOPUYECKOE MBINIICHUE, CO3MaéT YCIOBUS UIsl (OPMUPOBAHHUS U
pa3BUTHSl BHYTPEHHEW MOTHBALMU ydalIuxcs K Oojiee KaueCTBEHHOMY OBJIAJICHUIO
3HAHUSMH, TIOBBIIICHUS MBICIUTEIPHOW AaKTUBHOCTH M MPHOOPETEHUS HABBHIKOB
JIOTUYECKOIO MBIIIJICHHUS.

3nopoBbecOeperaronye TEXHOJIOTHH — IMO3BOJISIIOT  CO3/1aTh  MaKCHMAaIbHO
BO3MOXKHBIE YCIIOBUSL JUISl COXpPAHEHMs, YKPEIUICHUS U Pa3BUTHUSI SMOLIMOHAJIBHOTO,
UHTEJJIEKTYaJIbHOTO U (PU3UYECKOTO 3[0POBBS, B TOM YHCIIE B YCIOBHUSAX PabOTHI C
KOMIIBIOTEPHOU TEXHUKOM.

[Ipo6nemHoe oOyueHHMe — 3TO THUIl Pa3BUBAIOIIETO OOY4YEHUS, COJEp)KaHUE
KOTOPOTO MPEICTABICHO CHCTEMOI MPOOIEMHBIX 33/1a4 Pa3IMYHOTO YPOBHS CIOKHOCTH,
B IIPOLIECCE PELICHUS KOTOPBIX yyallluecs OBJIaJIeBalOT HOBBIMU 3HAHUSAMHU U CIIOCOOaMU
NEHCTBUS, a Yepe3 ATO MPOUCXOAUT (OPMUPOBAHHE TBOPUECKHUX CIHOCOOHOCTEM:
OPOAYKTUBHOTO  MBINUICHHUS,  BOOOpPaXEHHWs,  MO3HABATENbHOM  MOTHBAIUH,

HHTCIJICKTYAJIbHBIX BMOHHﬁ.

BOCIIMTATEJ/IBHASA JEATEJBHOCTb

@DOpMBI M1 METOTBI BOCTTUTAHHUS

Pemenue 3ama4 ycBO€HMsI JEThbMHU 3HAHUM, HOPM, JYXOBHO — HPABCTBEHHBIX
IIEHHOCTEH, TPaJULIMi POCCUMCKOTO OOIIECTBA OCYHISCTBIISIETCS HAa KaXXJIOM 3aHSTHU
myTeM BBIOOpa M OOCYXKIEHHUs MPEAMETHOW 00JacTH Ui peav3allii MpOrpaMMHBIX
npoaykToB. O0yuaromuyecss caMOCTOSTENBHO MOAOUPAIOT JIOTUKY U OGOPMIICHHUE IS

pa3pabaThiBaeMBbIX MPUIIOKEHUN. B mpoliecce 0cBOEHUs MPOTrpaMMBbl JE€TH y4acTBYIOT B
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TEMaTHYECKUX COOBITUAX, KOJUIGKTHBHBIX WIPax, COPEBHOBAHUAX, 3HAKOMSTCS C
JOCTMIKEHUSIMU DPOCCHMCKOM W MHMPOBOM HAyKM M TEXHUKM, C HEKOTOPBIMU
npogeccuoHanbHbIMU 331auamu [T — criennanucToB, npaBuiIaMy OpraHu3aluu padodero
polecca C Y4Y4eTOM 3J0pPOBbeCcOEperaronux TEXHOJIOTMM M TEXHUKH Oe30I1aCHOTrO
UCIIOJIb30BaHUSI KOMIIBIOTEPHOTO 000PY10BaHUS.

B BocnuTarenbHOW JAEATENBHOCTH IO IPOrPaMME HCIOJIB3YKOTCS METOJBI

BOCIIMTaHUA. MCTO Y6C)KI[CHI/I$I, MCTO/J ITOJIOKUTCIIBHOI'O ITPUMEPA, METO/I IOOIIPCHU.

Y4eOHO-MeTOoAM4YeCKHE CPeACTBA 00yUeHUsI

JIns peanu3anuy NporpamMMbl UCIIOJIb3YIOTCS:

—  cHenuaIu3upoBaHHAs JIUTEpaTypa MO HAIMPaBICHUIO, TOJA00PKA )KYPHAJIOB;

—  Ha0bOpBI TEXHUYECKOM JTOKYMEHTAIIUU K TPUMEHSIEMOMY 000pYI0BaHHUIO;

—  00pa3Iibl IporpaMM, BBIITOJHEHHBIC 00YUYaIOIIMMHUCS U TIEAaroroMm;

—  IUJIaKaThl, POTO U BUACOMATEPHUAIIBI,

—  y4eOHO-METOIMYECKHE TMOocoOus s Imemarora W oOydYaromuxcs,
BKJIIOYAIOIINE JUAAKTUYECKUN, HWH()OPMALMOHHBIA, CIPABOYHBIA MaTepHasibl Ha
Pa3IMYHBIX HOCUTEJISX, KOMITBIOTEPHOE U BUJIEO 000PYIOBaHUE;

—  TPUMEHSEMOE Ha 3aHATUAX JUIAKTHYECKOE U Yy4eOHO-METOIUYECKOe
o0OecricueHUEe BKJIIOYACT B C€0sl DJIEKTPOHHBIC YUEOHHMKH, CHPABOYHBIC MaTepUalbl U

CUCTEMBI uctoib3yeMbix [Iporpamm, MuTepuer, pabouune TeTpaau oOyqdaronimxcs.

Kaaposoe o0ecnieuenue
[Iporpammy peanu3ylOT MeAaroru CTPYKTypHOro mnopapasaenenus LlenTp

nudpoBoro odpazopanus geren «IT-kyo».

NudopmanuonHoe odecneyeHmne
JUis  peayiM3aliid  MPOTPAMMBI  TUTAHUPYETCS UCIOJB30BaHUE  CIICTYIOIINX
MH(POPMAITMOHHBIX PECYPCOB:
- onutaiin Kypcebl «JIekTopuym» (lektorium.tv);
- oHJIakH Kypchl «Stepiky (stepik.org).
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[MTPMJIOXKEHUE 1

IIpumep BapuaHTa TECTa IJIA MPOMEKYTOYHOM aTTECTALUN

Bomnpoc 1: uto takoe IT (UT)?

1) Nurepuer Texnonorun

2) UnrepecuHbie TexHosornu

3) Uadopmarmonnbie TexHOIOTHN
4) Uctounuku Toka

Bormpoc 2. Hazsanue monenu OSI pacimudpoBsiBaeTcs, Kax. ..

1) Monenb B3auMOJIEHCTBUS OTKPBITBIX CUCTEM
2) Mopenb OTKpBITBIX CETEH
3) Mopeinb B3auMOACHCTBUS CETEN APYT € APYTrOM

Bomnpoc 3. Kakoi1 ypoBens Bzaumoaeuctsus B Mogenu OSI mumHuin?

1) ®usnueckuii ypoBeHb

2) KananbHbli ypOBEHb

3) TenenopTudyeckuii ypoBEeHb
4) TpaHCTIOPTHBIN YPOBEHB

5) CeaHcoBblif ypOBEHb

6) YpoBeHb NpeAcTaBICHUs
7) [lpuknaaHO YpOBEHb

Bomnpoc 4. [lausbiii ypoBenb mojaenu OS] umeet femno ¢ nepeaadyeit moroka OMToB
1o (U3MYECKUM KaHajaM CBSA3H.

1) ®usnueckuii ypoBeHb
2) YpoBeHb mpeACTaBICHUS
3) CeteBoii ypOBEHb

Bonpoc 5. Kakoii ypoBenb mozaenu OSI sBisieTcss mepBbIM YpPOBHEM, KOTOPBI
paboTaer B peKHUME KOMMYTAIIMH TAKETOB?

1) ®uznueckuit ypoBeHb
2) KaHanbHblil ypOBEHB
3) IlpuknagHoil ypOBEHb

Bonpoc 6. Kaxoit ypoBenb Momenu OS] ciyxuT 1js 00pa3oBaHUsl €AUHOM
TPAHCIIOPTHOM CUCTEMBI, 00bETUHSIONIEH HECKOIBKO CEeTEH
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1) YpoBens npencrapieHus
2) ®uznueckuii ypoBeHb
3) CeTteBoil ypoBeHb

Bompoc 7. IIpoTokoi — 370...

1) YcrpoiicTBo /uia pabOTHI TOKAIBHOM CeTH

2) CrangapT OTIpaBKU COOOIICHUN Yepe3 AIEKTPOHHYIO MOUTY

3) CmocoOGHOCTh KOMIBIOTEpa TMOCHUIATh (ailyibl Yepe3 KaHalbl Mepenadyu
uHbOpMaIuu

4) Cranaapt nepeiayu JaHHBIX Y€pe3 KOMIBIOTEPHYIO CETh

Bomnpoc 8. JlokanbHas ceTb — 3T0. ..

1) /IBa KOMITbIOTEPA COEAMHEHHBIE MEXKTY COOOM

2) KoMnbroTepHas ceTb, pacroyioKeHHast 10 BCEMY MUDPY

3) He Oonbmias koMIbIOTEpHas CETb B Ipeleiax OJHOIO IMOMEILEHUs WU
OpEeIIpUSITUS

4) YcTpoiCTBO Ui COETMHEHUSI KOMIIBIOTEPOB MEXYy COOOM

Bonpoc 9. Kakoii ypoBenr monenu OSI obGecrieumBaeT NPUIOKCHHUSAM WU
BBITIIECTOSIINM YPOBHIM CTEKa TMepeaady JaHHBIX C TOW CTEMEHbIO HaJACKHOCTH,
KOTOpasi UM TpedyeTcsi?

1) TpancOpTHBIN YPOBEHB
2) CeaHCOBBII YPOBEHb
3) YpoBeHb npecTaBICHUs

Bompoc 10. MakcumanbHasi CKOPOCTh Nepeiadyi MHOOpMAIUU B KOMITBIOTEPHOMN
JIOKaJIBHOM ceTu (Ha OCHOBE KabOelis BUTasl Mapa) MOXKET JJOCTUTaTh:

1) 56,6 Kout/c

2) 100 Koaiit/c

3) 100 Kowut/c.

4) 100 M6wut/c.

Bompoc 11. DHCP (Dynamic Host Configuration Protocol) pacumdpoBsiBaeTcs
KakK...

1) mpoTOKOA AMHAMUYECKON KOH(PUTYpaIMU XOCTOB
2) NPOTOKOJ AMHAMUYECKON KOH(PUTYpalluu KOMMYTaTOPOB

3) MPOTOKOJ CTAaTHYECKOW KOHPUTYpAITUU XOCTOB

Bonpoc 12. DNS (Domain Name System) pacuugpoBbsiBaeTcs Kax. ..
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1) CucteMa TOMEHHBIX UMEH

2) Cucrema UMEH IMOJIb30BaTENS

3) Cuctema TOMEHHBIX MOJIb30BaTeNeH

4) Cuctema UMEHHU JIOMEHa

Bompoc 13. Kakoit ypoBenp wMogemu OSI obecrnieunBaeT yrpaBieHUE
B3aMMOJIEUCTBHEM CTOPOH?

1) CeancoBblii ypOBEHb
2) IlpukiiagHO#l ypOBEHB
3) TpaHCHIOPTHBIN YPOBEHB

Bompoc 14. Kakoii ypoBenp Mozaenu OS] oOecneunBaeTr mpeaCcTaBICHUE
nepenaBaeMoil mHpopManuu Mo cetu WHGOpPMALMK, HE MEHsSS MPU ITOM €€
coaepxaHus?

1) YpoBens npenicTaBieHus
2) ®usndeckuil ypoBeHb
3) CeTeBoil ypoBeHb

Bormpoc 15. Bocbmepuunas 3anuce npasa «Bce npasa» komanisl chmod - ...

1) 4
2)5
3)6
4)7

Bompoc 16. Kakoit ypoenb w™omemu OSI mnpeacrtaBisier coboit  Habop
Pa3HOOOpA3HBIX MPOTOKOJOB, C TMOMOIIBI0 KOTOPBIX MOJIb30BATEM MOJYYarOT
JOCTYII K pa3/iesieMbIM pecypcam?

1) KananbHblit ypoBeHb
2) IlpukiiagHoil ypoBeHb
3) [IpuknagHOil ypOBEHD

Bomnpoc 17. Kak Ha3bIiBaeTCsi MPOTOKOJIbHAS €AMHUIA JAHHBIX JUIS (PU3NUECKOTO
ypoBHs Mmoaenu OSI nazpiBaercs?

1) but

2) baiit 18

3) M/6aiiT

Bonpoc 18. Bupryanuzauust — 310. ..
1) mpouecc co3ganus MporpaMMHOTO (WM BUPTYAJIbHOTO) MPEACTABICHUS YEro-
m60.
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2) mpolecc co3iaHusi BeO cCaiToB.
3) mpotiecc MoACO3HAHMSI, XapaKTepU3yeMblil (hanTazuei.
4) Ha3Banue nepeBHU B Mranuu.

Bompoc 19. Kak Ha3biBaeTcsi MPOTOKOJIbHAS €IUHUIA JAHHBIX JISI KaHAJIBHOTO
ypoBHs Mogenu OSI Ha3piBaeTca?

1) ITaker

2) CermeHT

3) Kanp

Bompoc 20. Kak Ha3bpIBaeTCs IPOTOKOIbHAS €AMHUIA JAHHBIX JIJIS1 CETEBOIO YPOBHS
mozenu OSI Ha3biBaeTcs?

1) [Taket
2) CerMeHT
3) Kanp

Kpurepuu onieHku:

— 5 — 9 0amioB: HU3KHUI YPOBEHB;

— 10 — 14 GannoB: cpenHUi YpOBCHB;
— 15 — 20 6anoB: BRICOKHI YPOBEHbD.
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[MTPMJIOXXEHUE 2

HpnMep 3aJaHuA 1J1d HTOTrOBOM arrecranuun

[To3apasnsiem! Bel ycnenHo npornuin coO0ecejoBaHie Ha BAKAHCHIO CUCTEMHOTO
uxeHepa u kommanus OOO «PM-CerpTex» mnpussuia Bac Ha CTaXHpPOBKY B
HeOoIb1I0i MypMaHckHii oduc.

l'omoBHOM oduc, pacnosiokeHHbIE B MypmaHcke, coaepxut 1 otmen (1
xommbroTep — CLI-W, 1 cepBep — DC, kommyTarop noctyma Cisco 2960 — SW-W-1), 1
cepBep oOmero HazHayeHus — SRV-W, nenrpanssbiii kommyTtaTop Cisco 2960 — SW-W-
2 u mapupytusatop Cisco 2811 — BRW. Ilomumo sToro, komnanusi umeer puivan B
Mockge, cocortosiuii u3 2 cepBepoB — SRV-L-1 u SRV-L-2, 1 ximmenta — CLI-L,
koMmyTaTopa Cisco 2960 — SW-L u mapuipytuzatopa Cisco 2811 — BR-L.

3ananue:

I. Ucnoan3ys smyastop Cisco Packet Tracer, Bocco3naiite MHPpPacTpyKTYypy
MypmMmanckoro oguca u puinaaa B Mockse.

1) KommyTaTop ypoBHSI TOCTyIa TOJIOBHOTO Oduca JOJKEH MOAKIIOYAThCS K
COOTBETCTBYIOIIEMY KOMITBIOTEPY U CEPBEPY OTAENA;

2) KommyTatop ypoBHs A0CTyNa JI0JKEH UMETh 2 KaHalla CBSA3H C LIEHTPaJIbHbIM
KOMMYTaTOPOM U MOAKIIOYATHCA K CEpBEPY OOIIET0 Ha3HAYEHUS;

3) B xoHurypauuu Bcex CeTeBbIX yCTPOMCTB TOKHBI ObITh YUTEHBI CIEAYIOLINE
nmpaBuia: yHUKanbHoe uMs ycrpoiictBa, MOTD Gannep ¢ undopmariueit o0 yctpoiicTse
(uMs1, TOPOJT), MAPOJIb MPUBUIIETUPOBAHHOTO pexkuma (Jlorun: cisco maposib P@sswoOrd);

4) Anpecanust Bcex yCTPOICTB JI0JKHA COBNAAaTh ¢ Tabnuuel 1;

5) B poniu DHCP cepepos Boictynatot cepBepa DC u SRV-L-1.

II. Ucnoab3yss CpeacTBO BUPTYAJIHU3ANUU, peau3yiiTe BUPTYAJIbHYI0 BEpPCHIO
opuca u puanaa. Bece onepannoHHbIe CUCTEMbI J0JIKHBI COBIIAAATH € Ta0aMuen 2.

I. Kondurypamnuu xoctoB
1) HacTpoiite iMeHa XOCTOB B COOTBETCTBHUH C MOJYYEHHON MH(MOpMaLIHEi.
2) Hacrpoiite [P-agpecanuio Ha Bcex XocTax B COOTBETCTBUM ¢ Tabnuiei 1.
3) Ha OC Windows ycTaHOBUTE JOTIOJbHHUTEIBHBIC MMAKETHI, MPEIOCTABICHHBIC
B ISO datine.
4) Ha OC Linux ycTaHOBUTE JIOTIOJHUTEIbHBIE TMAaKEThl MPOrPAMMHOTO
o0ecrnedeHus:
a. dnsutils
b. lynx
c. host

I1. Kondurypatus ronoBaoro oguca
1) Cnenaiite cepep DC 0CHOBHBIM KOHTPOJUIEPOM JIoMeHa Rmset.ru
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a. Bce ycrpoiicTBa 10KHBI OBITH YJICHAMH JIOMEHA

2) Cnaemnaiite cepep SRV-W nonoaHuTeIsHBIM KOHTpOJIEpOM ToMeHa Rmset.ru
a. KonTposuiep He 10JKEH BBITOIHATH (GYHKIMIO II100aIbHOTO KaTajgora

3) Jlo6aBbTe monwp3oBarened u3 (Qaitna, mpemoctaBieHHOro B oxHoMm u3 SO

00pa3os :

a. Cozmaiite nonpazaenenus OU u3 daitna
b. Coznaiite ckpunt, Mpu MOMOIIM KOTOPOT'O CICHEPUPYWUTE IMOJIb30BaTEICH
TpyNN; MOMECTUTE WX WICHAMHU yKa3aHHBIX B (ailie rpyI; BCe CO3/JaHHBIC
Y4ETHBIE 3aMUCH I0JKHBI OBITh BKIIIOUEHBI U IOCTYITHBI
C. JI7s KaX/10T0 MOIh30BaTeNs CO3/IaiiTe TOMAIIHIO Manky 1o agpecy SRVW
->d:\shares\users\, aBTomaTndecku MOIKIIOYAEMYIO B KauecTBe qucKa Z:\

4) Hactpoiite mporokon DHCP mns aBTOKOH(pUTYpaIuu KIMEHTOB Ha CepBEpe
DC:
a. JImanazon agpecon 172.16.10.50 — 172.16.10.75
b. Hacrpoiite gomonbHuTeIbHBIE CBOMCTBA oOaacTer (DNS, 1wiio3)

5) Hactpotite DNS na DC:
a. HacTpoiite HeoOXxoauMble 30HbI IPSIMOTO ¥ OOPATHOTO MPOCMOTpPA 3aMKCcei
U3 TabnuIbl 3
b. ObecrieunTe cornacoBanHyio paboTy co ciyx00ii DNS na SRV-W

6) Co3naiite RAID-5 maccuB Ha SRV-W, HazHaubTe emy OykBy D:\ a. Co3naiite
3 IOTIOMHUTEIBHBIX KECTKUX JIMCKA Ha CEPBEPE

7) CosznaiiTe 001IyrO MANKy MmoJib3oBareneit mo aapecy SRV-W->d:\shares\users

8) Cozpaiite caiiT opuca Www.rmset.ru

a. CaiiT nomKeH OBITh IOCTYIICH TOJIBKO I10 https

b. Ceptudukarsl 10HKHBI OBITh CTEHEPUPOBAHBI B (hUTHaie

II1. Kondurypanus punmana

1) Peamuzyiite DNS-ciyx0y Ha ocHoBe naketa BIND nHa cepepe SRV-L-1.:
a. CepBep o0ciyxuBaet 300y Moscow.ru
b. HanonxeHnue 30HbI OpraHu30BaTh B COOTBETCTBUM C TaOIUIEH 3
c. daitipl 30H pacnoyioKUTE B TUpPEKTOpuu /var/dns
d. CepBep noaaepKuBaeT npsiMoe U 00paTHOe MPeoOpa30BaHUE aIPECOB

2) HacTpoiiTe cepBep NpOTOKOJIA IMHAMUYECKOU KOH(PUTYpaluu XocToB Ha SRV -
L-1:
a. Ucnonp3yiite myn agpecos 172.19.10.60 - 172.16.10.75
b. CLI-L nomkeH moiy4ath (GUKCUPOBAHHBIN aapec
c. B xauectBe mnwIO3a MO YMOMYAHHWIO MCIOJB3YyWTE aapec uHTepdeiica
MapuIpyTH3aToOpa JOKAIbHOU CETH
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d. Ucnonp3yitte DNS-cyddukc Moscow.ru

3) YcranoBure u Hactpoite cepep kataioroB LDAP na 6aze OpenLDAP na
cepBepe SRV-L-1:

a. Co3naiiTe nonp3oBaresneit coraacHo Tadnuie 4

b. X0CThI T0O/KHBI ayTeHTH(HUIIUPOBAThCS cpeacTBamu LDAP

4) Bemonnute KoHQUrypamnuio cepBepa yaanéunoro nocryna sshd xa SRV-L-1 u
SRVL-2:

a. [Topt 1022

b. 3anpeTuTe BXO MOIH30BATEIIO rOOt

c. Jloctym Tonpko mi1st mosib3oBaTeneit admin u user?

5) Peanusyiite cepBuc ynaia€HHoOro gocTyna Ha ocHoBe TexHosoruu OpenVPN Ha
BR-L:

a. [Tapametpsl Tynnens 1. YerpoiictBo TUN ii. [Topt 1194

b. Bce ceprudukathl 10KHBI OBITH BBIJIaHBI ¢ cepBepa SRV-L-2

c. TyHHeNb OJDKEH MPENOCTaBIsATh KIMEHTaM JOCTYI K BHYTPEHHUM pecypcam
ceT ¢punana.

6) Peamusyiite nienTp ceprudukanuu Ha 6a3e makera OpenSSL na SRV-L-2:

a. B kauecTBe 0a30BOM NTUPEKTOPUM UCTIOJIb3YUTE /Var/ca

b. AtpuOytsl CA yctanoBute cnenytoume: 1. Ctpana RU 1i1. Opranuzanus OO0
«IzhNetTech»

c. Bce ceptudukarsl 10KHBI OBITH BBINTYIIEHBI JaHHBIM CA

d. Bce komnbroTepsl 10JKHBI 10BepsATh CA

7) Peanu3yiite BeO-cityx0b1 Ha ocHOBe cepBepa Apache na SRV-L-1 u SRV-L-2:

a. Paznaércs daiin /var/www/index.html

b. ®aiin nomxeH coaepkarh ciaeayromuii TekcT: «Served by », rne HOSTNAME —
uMs cepBepa.

8) PeaymmsyiiTe peBepc-nipokcu cepBep Ha 0asze makeTa nginx Ha BR-L:

a. [IpocnymmBaeTcs BHEIIHUHN aipec

b. MM caiita site.moscow.ru

c. [IpocaymmBatorcs HTTP u HTTPS noptsr

d. Beimonusiercs nepenanpasienue Ha HTTPS

€. 3anpockl nepeHanpasisitoTcs Ha ceppepa SRV-L-1 u SRV-L-2

9) Hactpotite pe3epBHOE KonupoBaHue Ha cepBepe SRV-L-1 22
a. HactpoiiTe apxuBupoBanue IupekTopun /var/www u e€ coaepxkumoro B TAR-
daiin mo maodony backup-$(date +\%d-\%m-\%y-\%H:\%M).tar
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b. ®aiibl apXUBOB JIOJKHBI COXpaHATHCS B nupekTopuu /backup Ha SRV-L-2
c. [leppoin4HOCTH Pe3epBHOTO KOMUPOBAHUS 5 MUHYT

10) Ha CLI-L co3naiite CKpUIT NOAKIIOYEHHS K CEpBEpaM puiihana:
a. Ckpunt ssh_to server.sh 10mkeH ObITh IOCTYTIEH U3 JIIOOOW JUPEKTOPUHU

b. CKpUIIT JOJKEH CHPAIIUBATH K KAKOMY CEPBEPY HEOOXOAUMO MOIAKIIOYUTHCS

Tabmuma 1. Anpecarus

Cetb XOCTBI Anpeca (/24)

rmset DC 172.16.10.100
SRV-W 172.16.10.200
BR-W 172.16.10.1
CLI-W DHCP

Bridge BR-W 200.100.50.100
BR-L 200.100.50.101

Moscow SRV-L-1 172.19.10.100
SRV-L-2 172.19.10.101
CLI-L 172.19.10.50 (DHCP)
BR-L 172.19.10.1

Tabnuna 2. OnepanoHHbIE CUCTEMBI
XocCThI OC
DC Windows Server 2016 (GUI)
SRV-W | Windows Server 2016 (CORE)
BR-W Windows Server 2016 (CORE)
CLI-W | Windows 10 (Ent)
SRV-L-1 | Debian 10 (CORE)
SRV-L-2 | Debian 10 (CORE)
BR-L Debian 10 (CORE)
CLI-L Debian 10 (Xcfe)

Tadmuma 3. DNS 3amucu

XocTt OTo0OpaxeHue
DC A: dc.rmset.ru
SRV-W A: srv.rmset.ru
A: srv-w.rmset.ru
A: files.rmset.ru
BR-W A br.rmset.ru
A: br-w.rmset.ru
CLI-W A: cli.rmset.ru
A: cli-w.rmset.ru
SRV-L-1 A: srv-L-1.moscow.ru A: srv-1.moscow.ru
SRV-L-2 A: srv-L-2.moscow.ru A: srv-2.moscow.ru
BR-L A: br.moscow.ru A: br-L.moscow.ru A: site.moscow.ru
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| CLI-L | A: cli.moscow.ru A: cli-L.moscow.ru

Taomuma 4. [Tons3oBarenu LDAP

I'pynna OouU CN IHapoan
Administrators Users Admin Murnarom
Users Users userl - user10 P@sswOrd
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